
HOW TO PASS
A BCI 

COMPLIANCE  AUDIT 



Authority • CJIS Security Policy

– At a minimum, triennially audit all CJAs

and NCJAs which have direct access to the 

state system in order to ensure compliance 

with applicable statutes, regulations and 

policies.

• Administrative Rule R722-900

– All agencies and entities shall submit to 

audits conducted by the bureau.







HOW WE AUDIT
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Agency Side

• Dissemination

• Auditing and training

• Personnel security

• Federal and state files

• Questionnaire 



Agency Side

• Misuse

• Validation

• AMBER Alert

• Questionnaire 

• Policy submission



Agency Side
• Why was the transaction run?

• Was the correct purpose code used 

and if not, what should the code 

have been?

• Was the requestor the person who 

received the information?

• Is the auditing purpose a case 

number or specific phrase? 

• If an inquiry is highlighted in RED 

indicating a Utah Right of Access 

inquiry, please provide the signed 

ROA Waiver Form.

• Questionnaire 

• Policy submission

• LOGs justification



Agency Side

• SWW: Copy the original document 

requesting the warrant, the court 

order issuing the warrant (signed by 

the judge), and any additional 

documents pertaining to the 

warrant.

• NCIC: Copy the entire case file from 

the original report to the last time it 

was updated or validated. 

• Questionnaire 

• Policy submission

• LOGs justification

• Case files



BCI Side

• On file agency documents • Agency User Agreement
• ORI Validations



BCI Side

• On file agency documents

• Previous audit issues • Compliance
• Recommendations



BCI Side

• On file agency documents

• Previous audit issues

• REPT • User Security Agreement
• Current Testing Agreement
• Fingerprints

• Retained prints
• Expired training 



BCI Side

• On file agency documents

• Previous audit issues

• REPT

• NCIC reports • $P
• Missed hit confirmations



AUDIT WRITE-
UP



Audit 
Report

• Questionnaire

Questions automatically calculate 

your compliance decision.



Audit 
Report

• Questionnaire

• Review policies

Have required steps and language. 



Audit 
Report

• Questionnaire

• Review policies

• Review logs justification

Purpose codes

Auditing purpose

Requestor

Validity

***If one is wrong, this would be a 

compliance issue***



Audit 
Report

• Questionnaire

• Review policies

• Review logs justification

• Review case files

Review entry/warrant

Review submitted documents

Review all available UCJIS files, 

matched to agency access

***If something is invalid, inaccurate, 

or incomplete, this would be a 

compliance issue***



Audit 
Reminders

• Not compliance



Out of 
Compliance

• Compliance issues are 

outlined at the end of the 

audit



BCI’s
Documentation



RESPONSE



Compliance 
Response

• Each issue must be responded to



Compliance 
Response

• Address what the agency has, is, or 

will do to ensure that this issue is 

corrected and will not be a 

compliance issue in the future.

• Repeat issues? 

– Response needs to be more in depth, 

more specific, more aggressive. 



Compliance 
Response

• Response needs to be formal. 

– Email or phone call will not 

suffice

• Addresses each issue

– Action steps

– Dates

**Audit responses have been 
used in court cases. 





HOW DO WE 
PASS?



REVIEW REPT



Validity • Ensure all invalid users/non-users 

are removed

– Their documents, fingerprints and 

training dates will counted as part of 

the audit



Access

• Know what your users have access to

– Restrict access to the least amount 

of permissions necessary to do their 

job



Retained 
Prints

• All prints submitted after January 2014



Retained 
Prints

• All prints submitted after January 2014

• All prints after July 2015



Retained 
Prints

• All prints submitted after January 2014

• All prints after July 2015

• Some prints submitted after January 2014 and 

all retainable prints submitted after July 2015



Retainable 
Prints

• Good quality

• In order

If not retainable:

• After two failed FP submissions, a 

name and DOB search is completed 

by the FBI.

• Biannual name and DOB search is 

required by agency.



Retained 
Prints



Retained 
Prints



Retained 
Prints



Training 
Dates

• Users will be locked out if training 

expires

• Non-access and non-users 



Agreements User/Non-User Security Agreements

• Everyone should have one.



Agreements User/Non-User Security Agreements

• EVERYONE should have one.

User Testing Agreement

• All users and non-access users 

need one.

– Within 6 months of starting

– Every two years 

– Should match with CERT date



LOGS



Basics • The Privacy Act of 1974 requires that 

the FBI's CJIS Division maintain an 

audit trail of the purpose of each 

disclosure of a criminal history record 

and the recipient of that record



Purpose 
Codes

• Accidents

• Training opportunities

– C vs J

– Authorized uses of F, D, X, and P



Requestor • Should be the intended recipient

• Must be unique 

• Must be a user  



Agency Logs

BCI User Management 
Program



Audit 
Purpose

• Unique

• Specific



Validity • Misuse

• Run under wrong ORI

• Should not have been run



LOGS by ORI



LOGS by Agency 
narrowed by ORI

If you have access to 
multiple ORIs.

Hard codes agency 

You choose the ORI



LOGS by 
Agency 

narrowed 
by ORI

UT0180000

UXWEMONSF

UXWEMONSF

UXWEMONSF

UXWEMONSF

UXWEMONSF

UXWEMONSF



LOGS by 
ORI

For agencies that 
are dispatched 
for or have other 
agencies with 
access to their 
ORI.



LOGS by 
ORI

Added ability to run 

LOGS by ORI

–Useful for agencies 

that are dispatched 

for.

–Only able run on 

ORI logged in 

under.
BSIMPS

BSIMPS

HDENT

HDENT

BSPACE

TSWIFT



DISSEMINATION



Dissemination 
Logs

• Who

• What

• When

• Why



POLICIES AND 
PROCEDURES



Misuse

• Official policy of the agency 

– Revision date

• Specifically mention notification of 

commissioner and director of BCI.

• Agency will abide by UCA 53-10-

108.









NCIC 
Validation

• Validation is accomplished by

– Reviewing the entry and current supporting 

documents

– Recent consultation with complainant, victim, 

prosecutor, court or other appropriate source

• In the event the ORI is unsuccessful in its attempts 

to contact the victim, complainant, etc., the 

entering authority must make a determination 

based on the best information and knowledge 

available whether or not to retain the entry in the 

file.



NCIC 
Validation



NCIC After 
Hours Hit 

Confirmation



SWW
Validation

• The division is the agency 

responsible for the statewide 

warrant system and shall:

– ensure quality control of all 

warrants of arrest or commitment 

and protective orders contained 

in the statewide warrant system 

by conducting regular validation 

checks with every clerk of a court 

responsible for entering the 

information on the system;

UCA 53-10-208



Other 
Policies

• Radio dissemination 

• AMBER Alert UTAH POLICE DEPARTMENT

Ride along participant



COMPLETING 
THE AUDIT



Answering the 
Questionnaire

• Read through the question

– What should… vs. what do you…

• If your agency doesn’t access the 

files in question, don’t answer the 

questions

• If your agency does access files in 

question, then you need to be able to 

answer questions

– If one user has access, the agency has 

access

• If you don’t understand, ask



TIME • Watch your deadlines

• Respond on time

• Communicate



QUESTIONS?


