
1



Court Audit Walk Through 
and FAQ
2018 TAC Conference
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Overview
• Agency audit process

• Emails
• Documents

• Policies
• Logs justification
• Questionnaire

• BCI’s assessment of agency
• Agency documents
• User documents
• Fingerprints
• Warrant quality control

• Audit response
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Beginning the Audit

4



TAC Admin FS Supervisor

3 week deadline.

• Email sent around first of 
the month
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Presenter
Presentation Notes
Audits are initiated around the first of each month.  The email and attachments will be encrypted because they may contain CJIS data. 



• Email sent around first of 
the month

• Sent to TAC

TAC Admin FS Supervisor

3 week deadline.

TAC Admin FS Supervisor

3 week deadline.
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Presenter
Presentation Notes
The email will be sent to the TAC. Alt TACs are welcome to be involved in the audit processes, however, the main line of communication will be directly to the TAC



• Email sent around first of 
the month

• Sent to TAC
• CC Admin and FS 

Supervisor

TAC Admin FS Supervisor

3 week deadline.

7

Presenter
Presentation Notes
Your agency admin and the Field Service Supervisor will be cc’d on the email. We started including the agency admin as a part of the audit process because they are the ones that sign the annual agency user agreement, they are the ones that agree to remain compliant and we found that when they were not included and it came to responding to the audit or to compliance issues, the admins were not aware that an audit was even taking place



• Email sent around first of 
the month

• Will contain a three week 
deadline

TAC Admin FS Supervisor

3 week deadline.
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Presenter
Presentation Notes
The email will have a 3 week deadline. On that date, if the audit has not been submitted, a missed deadline letter will be sent out to the TAC and admin. If you are mailing your documents in, and don’t get them to the post office until the day of the deadline, you may want to shoot an email to your FS rep letting them know it’s on its way



• Email will include four 
attachments
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Presenter
Presentation Notes
The email will also include four attachments



• Email will include four 
attachments

• Audit Information Request
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Presenter
Presentation Notes
One of the attachments will be the audit information request. We will go into more detail on this document later, but this is where the main audit instructions can be found.



• Email will include four 
attachments

• Audit Information Request
• Criminal History Justification Logs

• Excel
• PDF
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Presenter
Presentation Notes
Two of the attachments in the audit email will be copies of the criminal history justification logs for the audit.  They are the same document, one is just in PDF form and the other is in Excel. Choose which ever form works best for you. 



• Email will include four 
attachments

• Audit Information Request
• Criminal History Justification Logs

• Excel
• PDF

• Audit Questionnaire
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Presenter
Presentation Notes
Lastly, there will be an Excel Questionnaire document attached.



Audit Information Request
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Policies

14

Presenter
Presentation Notes
The first section of the audit information request is full of documents that we are requesting that you send to us.  The first two are policies of the agency. 



Policies

Misuse
• Official policy of the agency 

• Revision date

• Specifically mention notification 
of Commissioner and Director of 
BCI

OR
• Agency will abide by UCA 53-10-

108
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Presenter
Presentation Notes
We are asking for your agency’s misuse policy. This should be a formalized, official document from your agency with a revision date. We are looking for specific wording in the policy that mentions that the Commissioner and Director of BCI will be notified in the event that misuse is suspected/discovered or that your agency will abide my UCA 53-10-108. If that exact wording is not in your agency’s policy, you will be marked out of compliance. 




Policies

SWW Validation

• All agencies entering warrants
• Validation procedures must be 

formalized
• Ensure quality control
• Regular validation checks
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Presenter
Presentation Notes
Every agency that enters warrants should have formalized validation procedures available upon request. It should mention regular validation checks on warrants and steps to ensure quality control of information.



ROA

17

Presenter
Presentation Notes
If your agency is a right of access agency, we will ask that you provide your ROA contract and a blank waiver 



Hit 
Confirmation 
Agreement

18

Presenter
Presentation Notes
Next is the hit confirmation agreement. This is a document that most of your probably aren’t aware of, however, it is something that most of you will require and here’s why.



Court 
issues PO

PO listed 
on NCIC

MKE/PROTECTION ORDER
ORI/UT030015J NAM/TIGER, T0NY THE SEX/M RAC/U
DOB/19961110 EYE/XXX HAI/XXX
SOC/565861255
PNO/212343 BRD/N ISD/20161025 EXP/20191024
PPN/SAM, TOUCAN PSX/U PPR/U PPB/01990228
PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S 
FAMILY
PCO/OR HOUSEHOLD.
OCA/180701999
VLD/20161224 VLN/FRENCH TOAST NOA/N
MIS/F0R LAW ENF0RCEMENT C0NFIRMATI0N AFTER H0URS, C0NTACT GOTHAM 
COUNTY SHERIFF’S OFFICE AT (385) 266-0190 
DNA/N
ORI IS 3RD DISTRICT COURT GOTHAM CITY 801 965-0922
NIC/H188455771 DTE/20161025 1303 EDT DLU/20170105 0352 EDT
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Presenter
Presentation Notes
When the court issues a PO, and the minimum amount of information is available, the PO is automatically pushed to NCIC. This allows the protective order to be searchable by law enforcement inside and outside Utah. 



Court 
issues PO

PO listed 
on NCIC

MKE/PROTECTION ORDER
ORI/UT030015J NAM/TIGER, T0NY THE SEX/M RAC/U
DOB/19961110 EYE/XXX HAI/XXX
SOC/565861255
PNO/212343 BRD/N ISD/20161025 EXP/20191024
PPN/SAM, TOUCAN PSX/U PPR/U PPB/01990228
PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S 
FAMILY
PCO/OR HOUSEHOLD.
OCA/180701999
VLD/20161224 VLN/FRENCH TOAST NOA/N
MIS/F0R LAW ENF0RCEMENT C0NFIRMATI0N AFTER H0URS, C0NTACT GOTHAM 
COUNTY SHERIFF’S OFFICE AT (385) 266-0190 
DNA/N
ORI IS 3RD DISTRICT COURT GOTHAM CITY 801 965-0922
NIC/H188455771 DTE/20161025 1303 EDT DLU/20170105 0352 EDT
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Presenter
Presentation Notes
The protective order is listed under the court’s ORI with their contact information to confirm the PO and conditions during business hours. There is a note inserted into each entry directing agencies to the local sheriff’s office for after hours confirmation with the contact information for the appropriate Sheriff’s Office.
For example, Logan Justice Court protective orders will be entered into NCIC with the Cache County Sheriff’s Office contact information.



Court 
issues PO

PO listed 
on NCIC

MKE/PROTECTION ORDER
ORI/UT030015J NAM/TIGER, T0NY THE SEX/M RAC/U
DOB/19961110 EYE/XXX HAI/XXX
SOC/565861255
PNO/212343 BRD/N ISD/20161025 EXP/20191024
PPN/SAM, TOUCAN PSX/U PPR/U PPB/01990228
PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S 
FAMILY
PCO/OR HOUSEHOLD.
OCA/180701999
VLD/20161224 VLN/FRENCH TOAST NOA/N
MIS/F0R LAW ENF0RCEMENT C0NFIRMATI0N AFTER H0URS, C0NTACT GOTHAM 
COUNTY SHERIFF’S OFFICE AT (385) 266-0190 
DNA/N
ORI IS 3RD DISTRICT COURT GOTHAM CITY 801 965-0922
NIC/H188455771 DTE/20161025 1303 EDT DLU/20170105 0352 EDT
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Presenter
Presentation Notes
Because of this delegation, a hit confirmation agreement is required. This agreement is available on the TAC website and outlines the delegation of hit confirmation responsibilities to the local sheriff’s office. Protective orders have been entered like this for several years and rarely do they require an actual hit confirmation, but it was pointed out during our recent FBI audit that a Hit Confirmation Agreement would be required. 



Warrants

22

Presenter
Presentation Notes
On the audit information request, there will be up to 6 or so warrant numbers listed. 



Warrant Doc.

Gotham City Justice Court

Gotham City

Joker, The

123456

18001564 MO

CARTWRIGHT, THAD

THE JOKER
93 W Plumtree LN

MIDVALE  UT  84047

C12341564
11/29/1967 23

Presenter
Presentation Notes
What we are asking you to provide for these warrants is a copy of the signed Judge’s order authorizing the warrant.



Additional Documentation
Gotham City Justice

Gotham City The Joker
1864546 Traffic Court Case

Thad Chadsworth

The Joker

Gotham City

The Joker

Gotham City

C34646

XXX

1864546 Traffic Court Case

Thad Chadsworth

Thad Chadsworth

Judge Chadsworth

Thad Chadsworth

18646546
18646546

18646546

24

Presenter
Presentation Notes
You can send in the docket as supporting documentation, however, the docket alone will not be enough to validate the warrant



Criminal History Justification Logs

25
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Presenter
Presentation Notes
The Audit Information Request has a section with instructions on what to do for the justification of the logs we sent to your agency as a part of this audit.



Criminal History Justification Logs

TRANS 
TYPE PURPOSE CODE AUDIT PURPOSE REQUESTER USER ID ORI DATE/TIME SEARCH TYPE

SEARCH 
CRITERIA

QH C 18646746-001 FRENCH KKAN UT03011J 8/20/2018 1:56 SSN 9864564

QH C CRIMINAL JUSTICE JUDGE BOB KKAN UT03011J 8/21/2018 1:46 SSN 5646564

CHQ C TRAFFIC CITATION SAM HQUINN UT03011J 8/24/2018 3:56 NAME WORLD,ERNEST

CHQ C TC 165856476 DUANE NIGHT UT03011J 8/28/2018 1:56 NAME
TRUNCHABLE,
MRS

QH J BACKGROUND HARLEY MINOR UT03011J 9/1/2018 1:56 SSN 54654646
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Presenter
Presentation Notes
Both the PDF and the Excel document contain the same information. It can be filled with III, Utah or NLETS criminal history request from your ORI during the audit cycle. 



Answer all 5 
questions

28

Presenter
Presentation Notes
You will be asked to answer 5 questions about each entry on the justification logs. If you are not a right of access agency, you only need to answer four questions. 
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Presenter
Presentation Notes
You can do this most any way you want, but here are a few examples. In the Excel document, you can add the 4 or 5 questions off to the right of the entries. 
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Presenter
Presentation Notes
You will need to answer each of the questions for each line. 
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Presenter
Presentation Notes
On the PDF, you can print out and write the answers in for each question if you would rather. 
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Presenter
Presentation Notes
But again, you will need to answer all of the questions for each line. Simply saying it is valid will not be good enough.



Questionnaire
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Presenter
Presentation Notes
The audit questionnaire starts with asking basic information about your agency and then asks you what files you access. Uncheck the box next to any group of permissions your agency does not have access to. 
If one user at your agency has access to these files, it would be expected that your agency would answer that question set. For example, you as the TAC don’t have access to query into NCIC, but your part time court clerk does, those questions will be required.  
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Presenter
Presentation Notes
The majority of the audit is select an answer drop down questions. To answer a question, simply click on the answer box and a little down pointing arrow should appear. If you click on that arrow, it should give you your options to choose from
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Presenter
Presentation Notes
Choose the option you wish to answer with. If you try to type in these boxes, a validation error will be given.
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Presenter
Presentation Notes
A few boxes are free text, simply click in the box and start typing. 
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Presenter
Presentation Notes
Lastly, we have multi select boxes. Click on the little boxes next to the option to select or unselect what does or does not apply
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Question Sections

• All agencies
• Dissemination
• Auditing and Training
• Personnel Security
• UCJIS Usage

• Depending on access
• NCIC Inquiry
• NCIC Entry
• Utah Statewide Warrants
• Driver License, Motor Vehicle

All Courts will be asked a 
special set of questions

41

Presenter
Presentation Notes
All agencies will be asked the same questions about dissemination, auditing and training and personnel security and UCJIS Usage. Depending on your court’s access, you will be asked questions about different files. All courts will be asked a set of questions specific to warrants, booking reports and so on.



UCJIS Usage Survey

List a purpose code only for those
reasons that your agency would use
UCJIS.
• Do not list a purpose code for those
transactions that you don’t run

42

Presenter
Presentation Notes
One of the things that trips a lot of people up during the questionnaire is the UCJIS usages survey. Your goal is to tell us if you run background checks for the listed item and if so, what purpose code do you use. 



• If your agency 
doesn’t run 
adoption applicants, 
put don’t run or 
leave it blank
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Presenter
Presentation Notes
Take each line and evaluate if your agency runs background checks through UCJIS for that reason and if so, what purpose code do you use. If you don’t run checks in UCJIS for that reason, leave the box blank or select don’t run from the dropdown. 



44

Presenter
Presentation Notes
When you are finished, it should look something like this
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Presenter
Presentation Notes
Or this
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Presenter
Presentation Notes
IT SHOULD NOT LOOK LIKE THIS. LEAVE IT BLANK OR PUT DON’T RUN IF YOUR AGENCY DOES NOT ACCESS UCJIS INFORMATION FOR THAT REASON. Don’t put what purpose code should be used



Additional Assessments
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On-file Documents

• Agency User Agreement
• ORI Validation
• User/Non-User Security 

Agreement
• User Testing Agreement
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Presenter
Presentation Notes
These documents are not asked for as a part of the audit, we are looking at what you have submitted to us. If any of these documents are missing, this will be a compliance issue. 



On-file Documents

• Agency User Agreement
• ORI Validation
• User/Non-User Security 

Agreement
• User Testing Agreement

User ID
User Security 
Agreement

User Testing 
Agreement

faint No 10/31/2017

fuzz No 08-01-2016

man No

trap Yes

zz01 No N/A

zz02 No N/A

zz03 No N/A

zz04 Yes N/A

zz05 No N/A

zz07 No N/A

zz08 No N/A

zzbest No

49

Presenter
Presentation Notes
Be sure to review the security and testing agreement flag on your REPT. Field Service has cleared out any backlog of unattached documents and those columns should be accurate



On-file Documents

• Agency User Agreement
• ORI Validation
• User/Non-User Security 

Agreement
• User Testing Agreement

User ID
User Security 
Agreement

User Testing 
Agreement

faint No 10/31/2017

fuzz No 08-01-2016

man No

trap Yes

zz01 No N/A

zz02 No N/A

zz03 No N/A

zz04 Yes N/A

zz05 No N/A

zz07 No N/A

zz08 No N/A

zzbest No
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Presenter
Presentation Notes
On your REPT, in the user Security Agreement Column, anywhere it says no would be a compliance issue.



On-file Documents

• Agency User Agreement
• ORI Validation
• User/Non-User Security 

Agreement
• User Testing Agreement

User ID
User Security 
Agreement

User Testing 
Agreement

faint No 10/31/2017

fuzz No 08-01-2016

man No

trap Yes

zz01 No N/A

zz02 No N/A

zz03 No N/A

zz04 Yes N/A

zz05 No N/A

zz07 No N/A

zz08 No N/A

zzbest No
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Presenter
Presentation Notes
On your REPT, in the user Security Agreement Column, anywhere it says no would be a compliance issue.



On-file Documents

• Agency User Agreement
• ORI Validation
• User/Non-User Security 

Agreement
• User Testing Agreement

User ID
User Security 
Agreement

User Testing 
Agreement

faint No 10/31/2017

fuzz No 08-01-2016

man No

trap Yes

zz01 No N/A

zz02 No N/A

zz03 No N/A

zz04 Yes N/A

zz05 No N/A

zz07 No N/A

zz08 No N/A

zzbest No
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Presenter
Presentation Notes
On your REPT, in the user testing Agreement Column, anywhere that it is blank or there is a date older than two years would be a compliance issue.



On-file Documents

• Agency User Agreement
• ORI Validation
• User/Non-User Security 

Agreement
• User Testing Agreement

User ID
User Security 
Agreement

User Testing 
Agreement

faint No 10/31/2017

fuzz No 08-01-2016

man No

trap Yes

zz01 No N/A

zz02 No N/A

zz03 No N/A

zz04 Yes N/A

zz05 No N/A

zz07 No N/A

zz08 No N/A

best No
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Presenter
Presentation Notes
On your REPT, in the user testing Agreement Column, anywhere that it is blank or there is a date older than two years would be a compliance issue.



Fingerprints

•Has BCI received retainable fingerprints (after 
July 2015) for all users/non-users? 

54

Presenter
Presentation Notes
The question that FS must answer on each audit is if we have received retainable fingerprints (after July 2015) for all users/non-users? 




Fingerprints
User ID Rap Back Fingerprint Date Comments
faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020

fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA

trap PRINTS DUE 09/24/2018

zz01 2015-06-01

zz02 2018-01-01

zz03

zz04 2010-05-26

zz05 RAPBACK 2015-12-10

zz07 2003-12-10

zz08 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018
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Presenter
Presentation Notes
The column that we will be looking at the is the Rapback column.



Fingerprints
User ID Rap Back Fingerprint Date Comments
faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020

fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA

trap PRINTS DUE 09/24/2018

zz01 2015-06-01

zz02 2018-01-01

zz03

zz04 2010-05-26

zz05 RAPBACK 2015-12-10

zz07 2003-12-10

zz08 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018

56

Presenter
Presentation Notes
There can be notes in the account that will excuse the missing rapback flag.



Fingerprints
User ID Rap Back Fingerprint Date Comments
faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020

fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA

trap PRINTS DUE 09/24/2018

zz01 2015-06-01

zz02 2018-01-01

zz03

zz04 2010-05-26

zz05 RAPBACK 2015-12-10

zz07 2003-12-10

zz08 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018

Contact the Help 
Desk
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Presenter
Presentation Notes
If you are 100% certain that fingerprints have recently been sent in or the account has a fingerprint date after 07/01/2015 with no rapback flag and no notes about it in the comments field, feel free to reach out to the Help Desk and have them double check



Fingerprints
User ID Rap Back Fingerprint Date Comments
faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020

fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA

trap PRINTS DUE 09/24/2018

zz01 2015-06-01

zz02 2018-01-01

zz03

zz04 2010-05-26

zz05 RAPBACK 2015-12-10

zz07 2003-12-10

zz08 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018
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Presenter
Presentation Notes
Otherwise, any missing rapback flags will be considered a compliance issue



Warrant Quality Control

59



Warrant QC

• Is the warrant…
• Valid?
• Accurate?
• Complete?

60

Presenter
Presentation Notes
We are assessing if each warrant is valid, accurate, and complete.



Valid?

• Is there a signed warrant from 
the Judge?

61

Presenter
Presentation Notes
To assess if the warrant is valid, we are looking for a sign order from the Judge.



Valid?

• Is there a signed warrant from 
the Judge?

• According to the docket, is the 
warrant still active?

62

Presenter
Presentation Notes
We will also look in court Xchange to see if the warrant is still listed as active according to the court docket.



Accurate?

• Are all names spelled correctly?
• Are all numbers entered 

correctly?
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Presenter
Presentation Notes
We will also be looking to see if the information entered on the warrant is accurate. 
There are some processes that match up names and numbers to try and add additional addresses behind the scenes. Incorrect numbers could lead to incorrect numbers could lead to bad addresses attaching to a warrant



Complete?

• Any missing searchable 
information

• Names, aliases
• DL number
• SSN

• Any missing descriptive 
information

• DOB
• Height/weight
• Hair/eye color
• Addresses

64

Presenter
Presentation Notes
Matching the courts access, BCI will run a multi inquiry on the warrant subject to make sure that any and all information has been listed on the warrant



07/19/1987

ANDY DUFRESNE

ANDY DUFRESNE

65

Presenter
Presentation Notes
The most important thing we will be looking at is searchable identifiers. If we pull up the warrant and all there is on the warrant is a name and a date of birth, that’s fine, we understand sometimes that is all that you have. When it becomes an issue is when we are able to locate a driver license or criminal history that matches with that person’s data. Missing alias names, ssn’s or DL numbers can mean missed hits. So when we find data that the court had access to that wasn’t added to the warrant, that would be considered a compliance issue



07/19/1987

ANDY DUFRESNE

ANDY DUFRESNE
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Presenter
Presentation Notes
After searchable information, we then look at descriptive information. Sex, height, weight, race, hair and eye color and addressed to name a few if available, should be added to warrants. Although this data is not searchable, having this data listed on the warrant adds to the completeness of the data. 



471234564 5464453

03/10/1947

D3065 GOTHAM CITY JUSTICE COURT

BCI

DMC

475664

18654654
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Presenter
Presentation Notes
On the warrant information, there is a place to put the originating agency and case number. If your agency lists the ORI of the PD or SO involved in this case, when the warrant is served in UCJIS, a notification will be sent to them letting them know an arrest has been made based on the warrant. 



ANDY DUFRESNE
UT0300100

47-346454
D3065

4897676
4897676

MURDER
UT030013C

30

UT0300100

68

Presenter
Presentation Notes
If your court recalls a warrant because the defendant came into the court to clear things up and it’s possible that warrant could have been entered on NCIC, you may consider notifying the originating agency so they can remove the entry off NCIC. This was a common issue on audits for law enforcement agencies. 



Audit Response

70



Compliance Response

• Each issue must be responded to

71

Presenter
Presentation Notes
If your agency is marked out of compliance during your audit, there will be a list at the end of the audit of things you were found not compliant in. 



Compliance Response

• Address what the agency has, is, or will 
do to ensure that this issue is corrected 
and will not be a compliance issue in 
the future.

• Repeat issues? 
• Response needs to be more in depth, more 

specific, more aggressive. 

72

Presenter
Presentation Notes
Your agency will need to respond to the audit before the deadline given in the letter addressing each issue and letting us know what has, is or will be done to correct this issue.



Compliance Response

• Response needs to be formal. 
• Email or phone call will not suffice

• Addresses each issue
• Action steps
• Dates

**Audit responses have been 
used in court cases. 
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Presenter
Presentation Notes
The response needs to be formal and official, something like a letter on agency letterhead addressing each issue.

A phone call or email will not be accepted. 
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Reminders

• Before
• Review your REPT

• Submit all Security and Testing Agreements
• Submit or re-submit any non-retained fingerprints

• Review your policies

• During
• Answer all questions

• After
• Formally respond

• Address all compliance issues
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Questions?

76
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