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Overview

e Agency audit process
' e Emails

* Documents
e Policies
e Logs justification
* Questionnaire
e BCl’s assessment of agency
e Agency documents
e User documents
* Fingerprints
 Warrant quality control

e Audit response




Beginning the Audit




,ﬁf Karen Kener <kkener@utah.gov=> Jul 2 (8 days ago) L N

Okd' TAC Admin FS Supervisor

o expiration date OI0 . Email sent around first of
Dear TAC, the month

Your agency has been selected for a BClI compliance audit. The attached Audit
Information Request outlines the actions required to complete the audit.

Your agency administrator has also been copied on this message.
Your audit is due on 3 week deadline.
Please contact us if you have any questions or concerns.

Thank you.

KAREN KENER



Presenter
Presentation Notes
Audits are initiated around the first of each month.  The email and attachments will be encrypted because they may contain CJIS data. 


,ﬁf KarepKener <kkener@utah.gov= Jul 2 (8 days ago) .
to Admin FS Supervisor

o expiration date OI0 . Email sent around first of
Dear TAC, the month

Your agency has been selected for a BClI compliance audit. The attached Audit * Sent to TAC
Information Request outlines the actions required to complete the audit.

Your agency administrator has also been copied on this message.
Your audit is due on 3 week deadline.
Please contact us if you have any questions or concerns.

Thank you.

KAREN KENER



Presenter
Presentation Notes
The email will be sent to the TAC. Alt TACs are welcome to be involved in the audit processes, however, the main line of communication will be directly to the TAC


,ﬁf Karen Kener <kkener@utah.gov> Jul 2 (8 days ago) -

o expiration date OI0 . Email sent around first of
Dear TAC, the month

Your agency has been selected for a BCl compliance audit. The attached Audit e Sent to TAC
Information Request outlines the actions required to complete the audit. e CC Admin and ES

Your agency administrator has also been copied on this message. Su pervisor
Your audit is due on 3 week deadline.
Please contact us if you have any questions or concerns.

Thank you.

KAREN KENER



Presenter
Presentation Notes
Your agency admin and the Field Service Supervisor will be cc’d on the email. We started including the agency admin as a part of the audit process because they are the ones that sign the annual agency user agreement, they are the ones that agree to remain compliant and we found that when they were not included and it came to responding to the audit or to compliance issues, the admins were not aware that an audit was even taking place


,ﬁf Karen Kener <kkener@utah.gov=> Jul 2 (8 days ago) L N

Okd' TAC Admin FS Supervisor

o expiration date Ol0 . Email sent around first of
Dear TAC, the month

Your agency has been selected for a BClI compliance audit. The attached Audit [ W||| CO ntain a th ree Week
Information Request outlines the actions required to complete the audit. .
deadline

Your agency administrator has also been copied on this message.
Your audit is due on | 3 week deadline.
Please contact us if you have any questions or concerns.

Thank you.

KAREN KENER



Presenter
Presentation Notes
The email will have a 3 week deadline. On that date, if the audit has not been submitted, a missed deadline letter will be sent out to the TAC and admin. If you are mailing your documents in, and don’t get them to the post office until the day of the deadline, you may want to shoot an email to your FS rep letting them know it’s on its way


e Email will include four
attachments

KAREN KENER

PERr bR -
HAATION COMPLIAMCE SPECIALIET

UH BUREAL OF CRIMINAL IDENTIFICATION

H DEPARTMENT OF PUBLIC SAFETY

Awdlf Guestlonnalre 2018_UTI134000.x12

UTA PO pdf. 230

UTA PO xks

Audit Information Request_UT0184000.par



Presenter
Presentation Notes
The email will also include four attachments


e Email will include four
attachments

e Audit Information Request

Utah Department of Public Safety
Bureau of Criminal Identification

2017-2020 Compliance Audit Information Requlest

ve ORI agrees to be andited by BCI and/or
e of state and federal

e 1 \'.".‘f"r" tion, and
e due date below.

11 4b:|d#- by UCA 53-10-108.
cedure (if applicable).
REPT F'.ep ort: :-.-uh mit only the first page of the report.
ROA Agreement (if ap ): This is for Right agencies only.
Elank ROA Waiver (if appli

Hit Confirmation Agreement: If your agency enters NCIC records but is not a 24-hour agency,

you should have an agreement in place [e.g. with a dispatch center) outlining roles for after-
hours hit confirmation.
rant,

Agencies that access Utah Criminal History (UC nd for Triple I (11T) will be required to justify the
purpose for the transactions. Please enter the justi ion next to each log entry by answering the
following questions:
E-"h'-. was the transaction run?
Was the correct purpose code used and if not, what should the code have been?
Nas the requestor the person who received the information?
Is thE auditing purpose a case number or specific phrase?
If an inquiry is highlighted in indicating a Utah Right of Access inguiry, please
provide the signed ROA Waiver Form.



Presenter
Presentation Notes
One of the attachments will be the audit information request. We will go into more detail on this document later, but this is where the main audit instructions can be found.


e Email will include four
attachments
e Audit Information Request

e Criminal History Justification Logs
e Excel

* PDF

KAREN KENER

PERr bR -
HAATION COMPLIAMCE SPECIALIET

UH BUREAL OF CRIMINAL IDENTIFICATION

H DEPARTMENT OF PUBLIC SAFETY

Awdlf Guestlonnalre 2018_UTI134000.x12

UTA PO pdf. 230

UTA PO xks

Audit Information Request_UT0184000.par


Presenter
Presentation Notes
Two of the attachments in the audit email will be copies of the criminal history justification logs for the audit.  They are the same document, one is just in PDF form and the other is in Excel. Choose which ever form works best for you. 


e Email will include four
attachments
e Audit Information Request

e Criminal History Justification Logs
e Excel

e PDF
e Audit Questionnaire

KAREN KENER

ATION COMPLIANCE SPECIALIET
REALOF CRIMINAL IDENTIFICATION

DEPARTMENT OF PUBLIC SAFETY

-

Awdlf Guestlonnalre 2018_UTI134000.x12

UTA PO pdf. 230

UTA PO xks

Audit Information Request_UT0184000.par


Presenter
Presentation Notes
Lastly, there will be an Excel Questionnaire document attached.


Audit Information Request
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Policies

Per the Agency User Agreement, each agency with an active ORI agrees to be audited by BCI and/or
the FBI at least every three years. This audit iz a way of assessing agency usage of state and federal

files. If at any time the TAC or the Administrator has any questions about the compliance audit
process, please contact BCI Field Services.

This document itemizes the Requested Documents needed, the Criminal History Logs Justification, and
the Audit Questionnagire. Please submit these documents to BCI Field Services by the due date below.

Misuse Policy: Per UCA 53-10-108, the agency Misuse Policy must state one of the following:

1) The "Commissioner and Director of BCI" will be notified if misuse of UCJIS information is
suspected; or 2) The agency will abide by UCA 53-10-108.

SWW Validation Policy/Procedure [if applicable).

REPT Report: Submit only the first page of the report.

ROA Agreement (if applicable): This is for Right of Access agencies only.

Blank ROA Waiver (if applicable).

Hit Confirmation Agreement: If your agency enters NCIC records but is not a 24-hour agency,
you should have an agreement in place (e.g. with a dispatch center) outlining roles for after-
hours hit confirmation.

Utah Statewide Warrants (if applicable): Copy the original document requesting the warrant,
the court order issuing the warrant [signed by the judge), and any additional documents
pertaining to the warrant.

123456 234567 345678

456789 267890 678901

Criminal History Logs Justification (if applicable)

Agencies that access Utah Criminal History [UCH) and/or Triple I [III] will be required to justify the
purpose for the transactions. Please enter the justification next to each log entry by answering the
following questions:

1) Why was the transaction run?

2) Was the correct purpose code used and if not, what should the code have been?

3] Was the requestor the person who received the information?

4] Isthe auditing purpose a case number or specific phrase?

5) If an inquiry is highlighted in RED indicating a Utah Right of Access inguiry, please
provide the signed ROA Waiver Form.



Presenter
Presentation Notes
The first section of the audit information request is full of documents that we are requesting that you send to us.  The first two are policies of the agency. 


P | i C i e S GOTHAM CITY POLICE DEPARTMENT

R )

POLICY AND PROCEDURE

. Commissioner EFFECTIVE DATE POLICY NUMBER
M isuse James Gordon
June 1, 1990 GPD-90-101

* Official policy of the agency sugJecT

BCI Operations Manual,
Misuse of UCJIS (Utah Criminal Justice UCA 5310108

. Information System) Information
e Revision date
AMENDS RE-EVALUATION DATE | NO. OF PAGES

e Specifically mention notification 1
of Commissioner and Director of R

BCI The Gotham City Police Department (GPD), as well as all city govemmental
agencies and individuals are stricily govemed by state statutes/policies and
federal statutes/policies from disseminating Utah Criminal Justice Information
System (UCJIS) to unauthorized agencies or individuals. GPD follows state and
OR federal law and promulgating policies and procedures, which protect an
individual's right to privacy while maintaining a balance of faimess for which
criminal history information is used and disseminated.

* Agency will abide by UCA 53-10- | pROCEDIRE

In accordance with UCA 53-10-108, Gotham City Police Department (GPD) will
1 O 8 notify the commissioner and director of the Utah Bureau of Criminal ldentification
(BCl) upon the discovery of unauthorized access, use, disclosure, or
dissemination of a record created, maintained, or to which access is granted by
BCI.

Policy Number GPD-20-101


Presenter
Presentation Notes
We are asking for your agency’s misuse policy. This should be a formalized, official document from your agency with a revision date. We are looking for specific wording in the policy that mentions that the Commissioner and Director of BCI will be notified in the event that misuse is suspected/discovered or that your agency will abide my UCA 53-10-108. If that exact wording is not in your agency’s policy, you will be marked out of compliance. 



From Booking Report

1. Clerk to print booking report daily
2. Warrant will be recalled from CORIS if defendant’s name appeared from
Booking Report

. If defendant is in custody clerk to contact jail arrange video/transport.

. If defendant is not in custody, clerk will hold case for 2 weeks (10 days)

. If defendant does not contact the court during those 2 weeks, his/her case
will be referred to judge for new warrant.

. If defendant was to contact the court during the 2 weeks, matter will be
set for hearing accordingly.

From Audit Report

. Clerk to print Audit Report every Monday

. Information from Audit Report will e clarified to information from
CORIS system.

. If warrant was recalled by court’s order but defendant’s name/warrant
still appeared on Audit Report, clerk will recall warrant from the UCJIS

Policies

AVAEUT EYile]y

e All agencies entering warrants
e Validation procedures must be
formalized
* Ensure quality control
e Regular validation checks

16


Presenter
Presentation Notes
Every agency that enters warrants should have formalized validation procedures available upon request. It should mention regular validation checks on warrants and steps to ensure quality control of information.


Per the Agency User Agreement, each agency with an active ORI agrees to be audited by BCI and/or
the FBI at least every three years. This audit iz a way of assessing agency usage of state and federal

files. If at any time the TAC or the Administrator has any questions about the compliance audit
process, please contact BCI Field Services.

This document itemizes the Requested Documents needed, the Criminal History Logs Justification, and
the Audit Questionnagire. Please submit these documents to BCI Field Services by the due date below.

Misuse Policy: Per UCA 53-10-108, the agency Misuse Policy must state one of the following:
1) The "Commissioner and Director of BCI" will be notified if misuse of UCJIS information is
suspected; or 2] The agency will abide by UCA 53-10-108.

SWW Validation Policy/Procedure (if applicable).

REPT Report: Submit only the first page of the report.

ROA Agreement {if applicable): This is for Right of Access agencies only.

Blank ROA Waiver [if applicable).

Hit Confirmation Agreement: If your agency enters NCIC records but is not a 24-hour agency,
you should have an agreement in place (e.g. with a dispatch center) outlining roles for after-
hours hit confirmation.

Utah Statewide Warrants (if applicable): Copy the original document requesting the warrant,
the court order issuing the warrant [signed by the judge), and any additional documents
pertaining to the warrant.

123456 234567 345678

456789 267890 678901

Criminal History Logs Justification (if applicable)

Agencies that access Utah Criminal History [UCH) and/or Triple I [III] will be required to justify the
purpose for the transactions. Please enter the justification next to each log entry by answering the
following questions:

1) Why was the transaction run?

2) Was the correct purpose code used and if not, what should the code have been?

3] Was the requestor the person who received the information?

4] Isthe auditing purpose a case number or specific phrase?

5) If an inquiry is highlighted in RED indicating a Utah Right of Access inguiry, please
provide the signed ROA Waiver Form.



Presenter
Presentation Notes
If your agency is a right of access agency, we will ask that you provide your ROA contract and a blank waiver 


Hit
Confirmation
Agreement

Per the Agency User Agreement, each agency with an active ORI agrees to be audited by BCI and/or
the FBI at least every three years. This audit iz a way of assessing agency usage of state and federal

files. If at any time the TAC or the Administrator has any questions about the compliance audit
process, please contact BCI Field Services.

This document itemizes the Requested Documents needed, the Criminal History Logs Justification, and
the Audit Questionnagire. Please submit these documents to BCI Field Services by the due date below.

Misuse Policy: Per UCA 53-10-108, the agency Misuse Policy must state one of the following:
1) The "Commissioner and Director of BCI" will be notified if misuse of UCJIS information is
suspected; or 2] The agency will abide by UCA 53-10-108.

SWW Validation Policy/Procedure (if applicable).

REPT Report: Submit only the first page of the report.

ROA Agreement (if applicable): This is for Right of Access agencies only.

Blank ROA Waiver (if applicable).

Hit Confirmation Agreement:If your agency enters NCIC records but is not a 24-hour agency,

you should have an agreement in place (e.g. with a dispatch center) outlining roles for after-
hours hit confirmation.

Utah Statewide Warrants (if applicable): Copy the original document requesting the warrant,
the court order issuing the warrant [signed by the judge), and any additional documents
pertaining to the warrant.

123456 234567 345678

456789 267890 678901

Criminal History Logs Justification (if applicable)

Agencies that access Utah Criminal History [UCH) and/or Triple I [III] will be required to justify the
purpose for the transactions. Please enter the justification next to each log entry by answering the
following questions:

1) Why was the transaction run?

2) Was the correct purpose code used and if not, what should the code have been?

3] Was the requestor the person who received the information?

4] Isthe auditing purpose a case number or specific phrase?

5) If an inquiry is highlighted in RED indicating a Utah Right of Access inguiry, please
provide the signed ROA Waiver Form.



Presenter
Presentation Notes
Next is the hit confirmation agreement. This is a document that most of your probably aren’t aware of, however, it is something that most of you will require and here’s why.


MKE/PROTECTION ORDER
ORI/UT030015J) NAM/TIGER, TONY THE SEX/M RAC/U
DOB/19961110 EYE/XXX HAI/XXX

SOC/565861255

PNO/212343 BRD/N ISD/20161025 EXP/20191024

PPN/SAM, TOUCAN PSX/U PPR/U PPB/01990228

PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S
FAMILY

PCO/OR HOUSEHOLD.

OCA/180701999

VLD/20161224 VLN/FRENCH TOAST NOA/N

MIS/FOR LAW ENFORCEMENT CONFIRMATION AFTER HOURS, CONTACT GOTHAM
COUNTY SHERIFF’S OFFICE AT (385) 266-0190

DNA/N

ORI IS 3RD DISTRICT COURT GOTHAM CITY 801 965-0922

NIC/H188455771 DTE/20161025 1303 EDT DLU/20170105 0352 EDT



Presenter
Presentation Notes
When the court issues a PO, and the minimum amount of information is available, the PO is automatically pushed to NCIC. This allows the protective order to be searchable by law enforcement inside and outside Utah. 


VIKE/PR ON ORDER
ORI/UT030015) NAM/TIGER, TONY THE SEX/M RAC/U
DOB/19961110 EYE/XXX HAI/XXX

SOC/565861255

PNO/212343 BRD/N ISD/20161025 EXP/20191024

PPN/SAM, TOUCAN PSX/U PPR/U PPB/01990228

PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S
FAMILY

PCO/OR HOUSEHOLD.

OCA/180701999

VLD/20161224 VLN/FRENCH TOAST NOA/N

MIS/FOR LAW ENFORCEMENT CONFIRMATION AFTER HOURS, CONTACT GOTHAM
COUNTY SHERIFF’S OFFICE AT (385) 266-0190



Presenter
Presentation Notes
The protective order is listed under the court’s ORI with their contact information to confirm the PO and conditions during business hours. There is a note inserted into each entry directing agencies to the local sheriff’s office for after hours confirmation with the contact information for the appropriate Sheriff’s Office.
For example, Logan Justice Court protective orders will be entered into NCIC with the Cache County Sheriff’s Office contact information.


MKE/PROTECTION ORDER
ORI/UT030015J) NAM/TIGER, TONY THE SEX/M RAC/U
DOB/19961110 EYE/XXX HAI/XXX

SOC/565861255

PNO/212343 BRD/N ISD/20161025 EXP/20191024

PPN/SAM, TOUCAN PSX/U PPR/U PPB/01990228

PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S
FAMILY

PCO/OR HOUSEHOLD.

OCA/180701999

VLD/20161224 VLN/FRENCH TOAST NOA/N

MIS/FOR LAW ENFORCEMENT CONFIRMATION AFTER HOURS, CONTACT GOTHAM
COUNTY SHERIFF’S OFFICE AT (385) 266-0190

DNA/N

ORI IS 3RD DISTRICT COURT GOTHAM CITY 801 965-0922

NIC/H188455771 DTE/20161025 1303 EDT DLU/20170105 0352 EDT



Presenter
Presentation Notes
Because of this delegation, a hit confirmation agreement is required. This agreement is available on the TAC website and outlines the delegation of hit confirmation responsibilities to the local sheriff’s office. Protective orders have been entered like this for several years and rarely do they require an actual hit confirmation, but it was pointed out during our recent FBI audit that a Hit Confirmation Agreement would be required. 


Per the Agency User Agreement, each agency with an active ORI agrees to be audited by BCI and/or
the FBI at least every three years. This audit iz a way of assessing agency usage of state and federal
files. If at any time the TAC or the Administrator has any questions about the compliance audit
process, please contact BCI Field Services.

Wa r ra n t S This document itemizes the Requested Documents needed, the Criminal History Logs Justification, and
the Audit Questionnaire, Please submit these documents to BCI Field Services by the due date below.

#+ Misuse Policy: Per UCA 53-10-108, the agency Misuse Policy must state one of the following:
1) The "Commissioner and Director of BCI" will be notified if misuse of UCJIS information is
suspected; or 2] The agency will abide by UCA 53-10-108.

= SWW Validation Policy/Procedure [if applicable).

» REPT Report: Submit only the first page of the report.

* ROA Agreement (if applicable): This is for Right of Access agencies only.

+ Blank ROA Waiver (if applicable).

» Hit Confirmation Agreement: If your agency enters NCIC records but is not a 24-hour agency,
you should have an agreement in place (e.g. with a dispatch center) outlining roles for after-
hours hit confirmation.

. I Utah Statewide Warrants Iifapplicah]e}: Copy the original document requesting the warrant,
the court order issuing the warrant [signed by the judge), and any additional documents
pertaining to the warrant.

123456 234567 345678

456789 267890 678901

Criminal History Logs Justification (if applicable)
Agencies that access Utah Criminal History [UCH) and/or Triple I [III] will be required to justify the
purpose for the transactions. Please enter the justification next to each log entry by answering the

following questions:
1) Why was the transaction run?
2) Was the correct purpose code used and if not, what should the code have been?
3] Was the requestor the person who received the information?
4] Isthe auditing purpose a case number or specific phrase?
5) If an inquiry is highlighted in RED indicating a Utah Right of Access inguiry, please
provide the signed ROA Waiver Form.



Presenter
Presentation Notes
On the audit information request, there will be up to 6 or so warrant numbers listed. 


Warrant Doc.

Gotham City Justice Court
SALT LAKE COUNTY, STATE OF UTAH

Gotham City :  ARREST WARRANT
Plaintiff, i Warrant Ho: 123456

Came Mo 18001564 MO
OTH Ha:

Joker, The . ; CARTWRIGHT, THAD

Dafendant , I - March 77,2014

CHARGES
1. UHMLICEWSED DRIVER - Class C Misdemsanaor

2. OPERATING VEHICLE W/0 INSURAMCE - Clasa B Misdemeancr
T any Paagc

¥You are commandsad

Lake County Jail.

A juvenile may nobt bBe confined in an adult fACILIRY.

befendankt may be bransported within the county.
The defendant has failed £o pay or appear as crdered.

Bail is set at 52000.00, and must be posted as cash anly.

d y oF nighb*

This warrant may be perved amy time, day P
Tgsuaed: March 7, 2014

Law BEnfarcemant Agency: UHF -

s/ Test fudge
Dhstnct Court Rudge

THE JOKER Citation Fa: C12341564
93 W Plumtree LN Date of Birth: 11/29/1967

Driver License mo; 00
al Becurity Hor XMXM-Xx

23


Presenter
Presentation Notes
What we are asking you to provide for these warrants is a copy of the signed Judge’s order authorizing the warrant.


Additional Documentation

Gotham City Justice T T 1864546 Traffic Court Case
- S . Thad Chadsworth

Gotham City The Joker reason: Failure +

1864546 Traffic Court Case

with  Judge Chadsworth

ENT ASSIGNED JUDGE idge:  Thad Chadsworth
Thad Chadsworth URT REI ES WARRANT 53

The Joker
Gotham City

The Joker
XXX
C-iot.Ham(;tl Batl amount: :
C34646 Y iga: Thad Chadsworth

18646546 1

£ onum: 18646546

18646546



Presenter
Presentation Notes
You can send in the docket as supporting documentation, however, the docket alone will not be enough to validate the warrant


Criminal History Justification Logs

25



Per the Agency User Agreement, each agency with an active ORI agrees to be audited by BCI and/or
the FBI at least every three years. This audit iz a way of assessing agency usage of state and federal

files. If at any time the TAC or the Administrator has any questions about the compliance audit
process, please contact BCI Field Services.

This document itemizes the Requested Documents needed, the Criminal History Logs Justification, and
the Audit Questionnagire. Please submit these documents to BCI Field Services by the due date below.

Misuse Policy: Per UCA 53-10-108, the agency Misuse Policy must state one of the following:
1) The "Commissioner and Director of BCI" will be notified if misuse of UCJIS information is
suspected; or 2] The agency will abide by UCA 53-10-108.

SWW Validation Policy/Procedure (if applicable).

REPT Report: Submit only the first page of the report.

ROA Agreement (if applicable): This is for Right of Access agencies only.

Blank ROA Waiver (if applicable).

Hit Confirmation Agreement: If your agency enters NCIC records but is not a 24-hour agency,
you should have an agreement in place (e.g. with a dispatch center) outlining roles for after-
hours hit confirmation.

Utah Statewide Warrants (if applicable): Copy the original document requesting the warrant,
the court order issuing the warrant [signed by the judge), and any additional documents
pertaining to the warrant.

123456 234567 345678

456789 267890 678901

Criminal History Logs Justification (if applicable)

Agencies that access Utah Criminal History [UCH) and/or Triple I [III] will be required to justify the
purpose for the transactions. Please enter the justification next to each log entry by answering the
following questions:

1) Why was the transaction run?

2) Was the correct purpose code used and if not, what should the code have been?

3] Was the requestor the person who received the information?

4] Isthe auditing purpose a case number or specific phrase?

5) If an inquiry is highlighted in RED indicating a Utah Right of Access inguiry, please
provide the signed ROA Waiver Form.



Presenter
Presentation Notes
The Audit Information Request has a section with instructions on what to do for the justification of the logs we sent to your agency as a part of this audit.


Criminal History Justification Logs

TRANS

SEARCH

TYPE PURPOSE CODE AUDIT PURPOSE REQUESTER USER ID ORI DATE/TIME SEARCH TYPE CRITERIA

QH 18646746-001 FRENCH KKAN  UT03011J 8/20/2018 1:56 SSN

QH CRIMINAL JUSTICE JUDGE BOB KKAN  UT03011J 8/21/2018 1:46 SSN

TRAFFIC CITATION SAM HQUINN UT03011J 8/24/2018 3:56 NAME

TC 165856476 DUANE NIGHT UT03011J 8/28/2018 1:56 NAME

BACKGROUND HARLEY MINOR UT03011J 9/1/2018 1:56 SSN

9864564
5646564
WORLD,ERNEST
TRUNCHABLE,

MRS

54654646



Presenter
Presentation Notes
Both the PDF and the Excel document contain the same information. It can be filled with III, Utah or NLETS criminal history request from your ORI during the audit cycle. 


Answer all 5
questions

Criminal History Logs Justification (if a

Agencies that access Utah Criminal History (UCH) and/or Triple I (IIT) will be required to justify the
purpose for the transactions. Please enter the justification next to each log entry by answering the
following questions:

Why was the transaction run?

Was the correct purpose code used and if not, what should the code have been?

Was the requestor the person who received the information?

Is the auditing purpose a case number or specific phrase?

If an inquiry is highlighted in RED indicating a Utah Right of Access inquiry, please

provide the signed ROA Waiver Form.

28


Presenter
Presentation Notes
You will be asked to answer 5 questions about each entry on the justification logs. If you are not a right of access agency, you only need to answer four questions. 


TRANS | PURPOSE SEARCH Correct Correct Specific auditin;
TYPE CODE |AUDIT PURPOSE |REQUESTER|USERID ORI DATE/TIME TYPE SEARCH CRITERIA |Why? purpose code? requestor? purpose?

[P P S Y PO R VA N
P P N O U R VAV O
o« losonuon une oo o ucomss e mmcsnsa

29



Presenter
Presentation Notes
You can do this most any way you want, but here are a few examples. In the Excel document, you can add the 4 or 5 questions off to the right of the entries. 


RANS | PURPOSE SEARCH Correct

TYPE CODE |AUDITPURPOSE |REQUESTER |USERID |ORI DATE/TIME TYPE SEARCH CRITERIA Why? purpose code?

Warrant
- 18646746-001 FREENCH UT03011J 8/20/2018 1:56 0864564 validation Yes
Protective
CRIMINAL JUSTICE |JUDGE BOB [KKAN UT03011J 8/21/2018 1:46 |SSN 5646564 orde Yes
TF{AFFI( CITATION HQUINN |UT03011J 8/24/2018 3:5 NAME WORLD,ERMNEST DUI Yes
-- TC 165856476 DUAME MIGHT UT03011) 8/28/2018 1:56 |NAME TRUMNCHABLE,MRS |?

MNew
QH BACKGROUMND HARLEY MINOR |UTO03011)J 0/1/2018 1:56 SSN 54654646 janitor Mo

Correct Specific auditing
requestor? purpose?

Yes

30


Presenter
Presentation Notes
You will need to answer each of the questions for each line. 


TRANS

PURPOSE SEARCH
CODE |AUDIT PURPOSE REQUESTER DATE/TIME TYPE SEARCH CRITERIA

C

C
C

WARZANT VAL Y 1
18646746-00 FREMNCH KKAN UTo3011) 8/20/2018 1:56 |S 9864564 F‘
S

TRAFFIC CITATION ummw 8/24/2018 3:56 |NAME  |WORLD,ERNEST
TC 165856476 NIGHT UT03011  [8/28/2018 1:56 THUNCHABLE,MRS

SN
CRIMINAL JUSTICE KKAN  |UT03011)  [8/21/2018 1:46 5646564
BACKGROUND MINOR |UT03011)  [9/1/2018 1:56 54654646



Presenter
Presentation Notes
On the PDF, you can print out and write the answers in for each question if you would rather. 


TRANS | PURPOSE SEARCH
TYPE | CODE |AUDIT PURPOSE |REQUESTER |USER ID DATE/TIME TYPE SEARCH CRITERIA
\{ WagANT VAL \I Jar il
QH C 18646746-00 FRENCH KKAN UT03011J 8/20/2018 1:56 9864564 \ f
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THAFFIC cmaTion [sam ¥ [Hauinn [uToso11  |8/24/20183:56 [NAME  |woRLD,ERNEST V
Tc 1553554?51. NJGHT UT03011)  [8/28/2018 1:56 |NAME  |TRUNCHABLE,MRS
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Presentation Notes
But again, you will need to answer all of the questions for each line. Simply saying it is valid will not be good enough.


Questionnaire
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Utah Bureau Of Criminal
Identification
Auditing and Training Staff

BCl Compliance Audit Agency Questionnaire
2017-2020

Agency Name and ORI:

Administrator Name, Title
and Email:

TAC Name, Email and
Phone:

Date:

FILES ACCESSED BY AGENCY
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Presentation Notes
The audit questionnaire starts with asking basic information about your agency and then asks you what files you access. Uncheck the box next to any group of permissions your agency does not have access to. 
If one user at your agency has access to these files, it would be expected that your agency would answer that question set. For example, you as the TAC don’t have access to query into NCIC, but your part time court clerk does, those questions will be required.  


DISSEMINATION

at does this agency record in



Presenter
Presentation Notes
The majority of the audit is select an answer drop down questions. To answer a question, simply click on the answer box and a little down pointing arrow should appear. If you click on that arrow, it should give you your options to choose from


DISSEMINATION
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Presentation Notes
Choose the option you wish to answer with. If you try to type in these boxes, a validation error will be given.


DISSEMINATION

37


Presenter
Presentation Notes
A few boxes are free text, simply click in the box and start typing. 


ok |'||: M |:|| oL
access to the BkS?

L b

ha

we

dizsermination logs?

DISSEMINATION
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ok |'||: M |:|| oL
access to the BkS?

L b

ha

we

dizsermination logs?

DISSEMINATION
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Lastly, we have multi select boxes. Click on the little boxes next to the option to select or unselect what does or does not apply


Dioes this agency store CJIS data in an

DISSEMINATION

Wihiat does this agency record in
diszermination logs?

O Hame af Eequeshor

[ Signsture al Bequestar

E Twoe of Record Shared

[# Requestinn Agency

D Irkended Furpase
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Question Sections

mgencies

e Dissemination

e Auditing and Training
e Personnel Security

e UCJIS Usage

e Depending on access
* NCIC Inquiry
e NCIC Entry
e Utah Statewide Warrants
e Driver License, Motor Vehicle

All Courts will be asked a
special set of questions

41
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Presentation Notes
All agencies will be asked the same questions about dissemination, auditing and training and personnel security and UCJIS Usage. Depending on your court’s access, you will be asked questions about different files. All courts will be asked a set of questions specific to warrants, booking reports and so on.


UCJIS Usage Survey

List a purpose code only for those
reasons that your agency would use
UCIJIS.

e Do not list a purpose code for those
transactions that you don’t run

UCJIS USAGE

USAGE REASON PURPOSE CODE
Adoption applicants
Burglary investigation

Business licensing

Child custody/placement

Ride along participants

Criminal justice agency
employment

Jail visitors

Volunteers working with children
Dog catcher employment

City or county employment (not
with criminal justice agency)
Domestic violence prevention
advocates

Fire department employment

access to CJI5

MCIC validations
Right of access applicants

Release of firearms from
evidence
Self-inquiries for training



Presenter
Presentation Notes
One of the things that trips a lot of people up during the questionnaire is the UCJIS usages survey. Your goal is to tell us if you run background checks for the listed item and if so, what purpose code do you use. 


V UCJIS USAGE

T T
* |f your agency

Adoption applicants
doesn’t run Burglary investigation
adoption applicants, |/ SE————— _
put don’t run or Child custody/placement
leave it blank Ride along participants
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Presentation Notes
Take each line and evaluate if your agency runs background checks through UCJIS for that reason and if so, what purpose code do you use. If you don’t run checks in UCJIS for that reason, leave the box blank or select don’t run from the dropdown. 


USAGE REASON PURPOSE CODE

Adoption applicants
Burglary investigation

Business licensing

Child custody/placement

Ride along participants
Criminal justice agency
employment

Dog catcher employment

City or county employment (not
with criminal justice agency)

Domestic violence prevention
advocates

Fire department employment
IT personnel with accessto C
systems

MCIC validations

Right of access applicants
Release of firearms from
evidence

Self-inquiries for training
OUrposes

UCJIS USAGE

Con't Bun

Con't Bun

Cor't Bun

Cor't Bun

Cor't Bun

Cor't Bun

Cor't Bun

Cor't Bun

Con't Bun

Cor't Bun

Con't Bun

Cor't Bun

Cor't Bun

Cor't Bun

Cor't Bun



Presenter
Presentation Notes
When you are finished, it should look something like this


USAGE REASON

Adoption applicants

Burglary investigation

Business licensing

Child custody/placement
lide along participants

Criminal justice agency
employment

lail visitors

City or county employment (not
with criminal jus i '

systems

MCIC validations

Right of access applicants
Release of firearms from

evidence
Self-inguiries for training

UCJIS USAGE

PURPOSE CODE



Presenter
Presentation Notes
Or this


UCJIS USAGE

USAGE REASON PURPOSE CODE

Adoption applicants

Burglary investigation

Business licensing
Child custody/placement

Ride along participants

4

Criminal justice agency
employment

Jail visitors

Volunteers working with children

Dog catcher employment

City or county employment (not
with criminal j ]

Domestic violence prevention
advocates

Fire department employment

personnel with access to

"»

MNCIC validations

Right of access applicants
Release of firearms from
evidence

Self-inquiries for trair
IUrposes



Presenter
Presentation Notes
IT SHOULD NOT LOOK LIKE THIS. LEAVE IT BLANK OR PUT DON’T RUN IF YOUR AGENCY DOES NOT ACCESS UCJIS INFORMATION FOR THAT REASON. Don’t put what purpose code should be used


Additional Assessments

Ly



On-file Documents

%ncy User Agreement

* ORI Validation

e User/Non-User Security
Agreement

e User Testing Agreement
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Presentation Notes
These documents are not asked for as a part of the audit, we are looking at what you have submitted to us. If any of these documents are missing, this will be a compliance issue. 


On-file Documents

User Security User Testing
User ID Agreement Agreement

V 10/31/2017
08-01-2016

e User/Non-User Security
Agreement

e User Testing Agreement
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Presenter
Presentation Notes
Be sure to review the security and testing agreement flag on your REPT. Field Service has cleared out any backlog of unattached documents and those columns should be accurate


On-file Documents

V

e User/Non-User Security
Agreement

User ID

User Security
Agreement

50


Presenter
Presentation Notes
On your REPT, in the user Security Agreement Column, anywhere it says no would be a compliance issue.


On-file Documents

V

e User/Non-User Security
Agreement
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Presenter
Presentation Notes
On your REPT, in the user Security Agreement Column, anywhere it says no would be a compliance issue.


On-file Documents

User Testing
User ID Agreement

V 10/31/2017
08-01-2016

e User Testing Agreement
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Presenter
Presentation Notes
On your REPT, in the user testing Agreement Column, anywhere that it is blank or there is a date older than two years would be a compliance issue.


On-file Documents

User Testing
User ID Agreement

V 10/31/2017
08-01-2016

e User Testing Agreement
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Presentation Notes
On your REPT, in the user testing Agreement Column, anywhere that it is blank or there is a date older than two years would be a compliance issue.


Fingerprints

'

*Has BCI received retainable fingerprints (after
July 2015) for all users/non-users?
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Presentation Notes
The question that FS must answer on each audit is if we have received retainable fingerprints (after July 2015) for all users/non-users? 



Fingerprints

faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020
fuzz 2018-08-01

man 2015-08-05 AD';FGHAPERGAPHGA
trap PRINTS DUE 09/24/2018
zz01 2015-06-01

2202 2018-01-01

zz03

2204 2010-05-26

2z05 2015-12-10

2207 2003-12-10

2208 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018



Presenter
Presentation Notes
The column that we will be looking at the is the Rapback column.


Fingerprints

faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020
fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA
trap PRINTS DUE 09/24/2018
zz01 2015-06-01

2202 2018-01-01

zz03

2204 2010-05-26

2z05 RAPBACK 2015-12-10

2207 2003-12-10

2208 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018



Presenter
Presentation Notes
There can be notes in the account that will excuse the missing rapback flag.


Fingerprints

faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020
fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA

trap PRINTS DUE 09/24/2018

zz01 2015-06-01
2202 2018-01-01
zz03
2204 2010-05-26
2z05 RAPBACK 2015-12-10
2207 2003-12-10
2208 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018



Presenter
Presentation Notes
If you are 100% certain that fingerprints have recently been sent in or the account has a fingerprint date after 07/01/2015 with no rapback flag and no notes about it in the comments field, feel free to reach out to the Help Desk and have them double check


Fingerprints

faint 2018-04-05 PRINTS REJECTED TWICE, NOT RETAINED BY FBI New prints due on 04/05/2020
fuzz RAPBACK 2018-08-01

man RAPBACK 2015-08-05 AD';FGHAPERGAPHGA
trap PRINTS DUE 09/24/2018
zz01 2015-06-01

2202 2018-01-01

zz03

2204 2010-05-26

2z05 RAPBACK 2015-12-10

2207 2003-12-10

2208 RAPBACK 2015-12-25

zzbest FP Rejected, new prints due 10/10/2018



Presenter
Presentation Notes
Otherwise, any missing rapback flags will be considered a compliance issue


Warrant Quality Control
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Warrant QC

'

*|s the warrant...
e Valid?
e Accurate?
e Complete?
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Presentation Notes
We are assessing if each warrant is valid, accurate, and complete.


HAR
1. UNLICENSED DRIVER

VEHICLE

Defendant may ba Crar
has fai

STATE OF UTAH

RREST WARRANT
Hio:

1 0 Misdemeanor

MCE - Class B ML

in the State
gt and deliver

in an adul

* |s there a signed warrant from
the Judge?
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Presentation Notes
To assess if the warrant is valid, we are looking for a sign order from the Judge.


Defendant.

A juvenile may

Defendant may be
The defendant has

Bail is set ak 53

This warrant
Issuad: March -

STATE OF UTAH

* |s there a signed warrant from
the Judge?

e According to the docket, is the
warrant still active?
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Presentation Notes
We will also look in court Xchange to see if the warrant is still listed as active according to the court docket.


Accurate?

'- Are all names spelled correctly?

e Are all numbers entered
correctly?
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Presenter
Presentation Notes
We will also be looking to see if the information entered on the warrant is accurate. 
There are some processes that match up names and numbers to try and add additional addresses behind the scenes. Incorrect numbers could lead to incorrect numbers could lead to bad addresses attaching to a warrant


Complete?

mmissing searchable

information
e Names, aliases

e DL number
 SSN

e Any missing descriptive
information
* DOB
e Height/weight
e Hair/eye color
e Addresses
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Presentation Notes
Matching the courts access, BCI will run a multi inquiry on the warrant subject to make sure that any and all information has been listed on the warrant


Subject ANDY DUFRESNE Index: 361536

Alias: NONE

Cautions: NONE

DOB: Sex: null
07/19/1987 Hgt:

Addresses: NONE

Phone: Mobile Phone:
E-mail Address: Language:
SSN: NONE

Driver License #: NONE

Driver License State: NONE
Vehicle Information: NONE
Booking Photos Available: NO

Physical Marking Identifiers: NONE

Subject Comments: NONE

Wgt:

Eye: null

Hair: Race:

Physical Marking

null null
License Number: 190034066 G ID Number: 214457145 Capture Date: 10-
27-2017
Name:  ANDY DUFRESNE
Date of Birth:  07/19/1978 Age: 40
License Status: DENIED
REINSTATEMENT
FEE
Expires:  1118/2010
TYPE: TYPE:ORIGINAL
Class: D
Alternate Names (1)
Address: 4501 W 270
TABIONA UT 84125
COUNTY: DUCHESNE
UPDATED: 03-11-2009
SSNATIN: 798413213 Sex: MALE
Height: 502 Weight: 125
Eye: DBLK Hair:  BAL



Presenter
Presentation Notes
The most important thing we will be looking at is searchable identifiers. If we pull up the warrant and all there is on the warrant is a name and a date of birth, that’s fine, we understand sometimes that is all that you have. When it becomes an issue is when we are able to locate a driver license or criminal history that matches with that person’s data. Missing alias names, ssn’s or DL numbers can mean missed hits. So when we find data that the court had access to that wasn’t added to the warrant, that would be considered a compliance issue


Subject ANDY DUFRESNE Index: 361536

Alias: NONE

Cautions: NONE

DOB: Sex: null Eye: null Hair: Race
07/19/1987 Hgt: Wgt: null null
License Number: 190034066 G ID Number: 214457145 Capture Date: 10-

27-2017

Addresses: NONE

Phone: Mobile Phone: Name: ANDY DUERESNE
E.mail Addre.ss: Langu age: DatE ﬂf Binh: 0?."19."19?8 AgE: -"-1-[}
SSN: NONE

License Status: DENIED
REINSTATEMENT
FEE

Expires:  1118/2010

Driver License #: NONE

Driver License State: NONE
TYPE: TYPE:ORIGINAL

Vehicle Information: NONE

Class: D
Booking Photos Available: NO Physical Marking  Alternate Names (1}
Address: 4501 W 270
Physical Marking ldentifiers: NONE
TABIONA UT 84125
Subject Comments: NONE
COUNTY: DUCHESNE
UPDATED: 08-11-2009
SSNIITIN: 798413213 Sex: MALE
Height: 502 Weight: 125

Eye: DBLK Hair:  BAL



Presenter
Presentation Notes
After searchable information, we then look at descriptive information. Sex, height, weight, race, hair and eye color and addressed to name a few if available, should be added to warrants. Although this data is not searchable, having this data listed on the warrant adds to the completeness of the data. 


Warrant

Warrant Status: ACTIVE Add Warrant C
Last Service Status:

Offense: MURDER Class: F1
DV:

Statute: 76-5-203 Agency: BCI Violation Date: 03/10/1947

Warrant Number: 471234564 Warrant Type: OTN: 475664 Serve Warrant
ARREST

Bail: $1000007

Court: Court Case #: 18654654

D3065 GOTHAM CITY JUSTICE COURT

Issue Date: 11/27/2012 Judge: DMC
Expiration Date:

I Originating Agencx: I Agency Case #:

Mandatory Appearance: YES Transportation:
HOLD FOR TRANSPORT STATEWIDE

Procedure: PROCEDURE -~ FELONY - CHECK NCIC * ARREST AND NOTIFY ORIG AGENCY ABOVE


Presenter
Presentation Notes
On the warrant information, there is a place to put the originating agency and case number. If your agency lists the ORI of the PD or SO involved in this case, when the warrant is served in UCJIS, a notification will be sent to them letting them know an arrest has been made based on the warrant. 


Message Details

ORI:

Message Type:

Message:

Start Date:

UT0300100

Served Warrant MNotify
2018-88-27T13:30:88-06:

A Warrant has been served on the Statewide Warrants System

Mame of wanted person iz: ANDY DUFRESNE
Originating agency ORI is: UT0300100
Originating agency case number is: 47-346454
Court issuing warrant is: D3065

Court case number is: 4897676

Court warrant number isz: 4897676

Offense is: MURDER

Agency ORI that served warrant: UT030013C
County Jail code is: 30

EMD OF MESSAGE

@8-27-2018 13:31



Presenter
Presentation Notes
If your court recalls a warrant because the defendant came into the court to clear things up and it’s possible that warrant could have been entered on NCIC, you may consider notifying the originating agency so they can remove the entry off NCIC. This was a common issue on audits for law enforcement agencies. 


Audit Response
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Compliance Response

* Each issue must be responded to

COMPLIANCE SUMMARY

BCI COMPLIANCE AUDIT SUMMARY FOR UT030015J, GOTHAM CITY JUSTICE COURT, 09/24/2018

BCI COMMENDS THIS AGENCY ON ITS ADHERENCE TO STATE AND FEDERAL POLICIES GOVERNING THE ACCESS AND USE
OF THE INFORMATION OBTAINED FROM BCI SYSTEMS.

THESE AUDIT FINDINGS ARE BASED ON AREAS EXAMINED DURING THE COURSE OF THIS AUDIT.

THE FOLLOWING ITEMS NEED YOUR ATTENTION: (REFERENCE DETAILED SECTIONS ABOVE)

USER SECURITY AGREEMENT
USER TESTING AGREEMENT
VALIDATION PROCEDURES

PURPOSE CODES

VALIDITY/ACCURACY OF SWW ENTRIES
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Presentation Notes
If your agency is marked out of compliance during your audit, there will be a list at the end of the audit of things you were found not compliant in. 


Compliance Response

V

* Address what the agency has, is, or will
do to ensure that this issue is corrected
and will not be a compliance issue in
the future.

e Repeat issues?

e Response needs to be more in depth, more
specific, more aggressive.
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Presentation Notes
Your agency will need to respond to the audit before the deadline given in the letter addressing each issue and letting us know what has, is or will be done to correct this issue.


Compliance Response

Wponse needs to be formal.

* Email or phone call will not suffice

e Addresses each issue
e Action steps
e Dates

**Audit responses have been
used in court cases.
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Presentation Notes
The response needs to be formal and official, something like a letter on agency letterhead addressing each issue.

A phone call or email will not be accepted. 


Dear Ms. Kenar:

In reference to BCl Compliance Audit results dared 09262017, please note the following
TeSpanse:

Uzser Testing Agreements-It is our understanding that testing agreements are to be signed by all
users within six months of hire and every two years afterwards. It had previously not been policy to

submit these to BCL, but amendments have been made and current testing agresments will be
submitted to BCL

Retainable Prints-Mon-users ZZJKENER and ZZDDUCK have been removed from this agency. Users
CGORDON and BWAYNE have submitted their prints for retention as of 09/12,/2017. The remaining
users and non-users will have their prints submitted to BCl before 10,701 f2017.

Background Mew Hires Unescorted-Language has been added to our perspective employment
applicadons to allow for name based background checks to be run on applicants.

Aunditing Purpose-Mandatory training classes for all users will be held throughout the month of
October to address the use of vague auditing purposes, TACs will monitor logs daily to catch and

P [ P T I g g [ A AR T | A [ RSPTITTTOIC, SO R A e S, Y




Reminders

* Review your REPT
e Submit all Security and Testing Agreements
e Submit or re-submit any non-retained fingerprints

* Review your policies
e During
e Answer all questions

e After

* Formally respond
e Address all compliance issues
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Questions?
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