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TAC Test
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Presenter
Presentation Notes
Go to the TAC website.Click the TAC Test link.When the webbased PDF opens, download the PDF.
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Presenter
Presentation Notes
Save the PDF to an easy location you can access, like your downloads folder or your desktop.
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Presenter
Presentation Notes
From your Computer File Explorer, go to the location where the PDF was saved.
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Presenter
Presentation Notes
Depending on your computer’s default PDF viewer, you may need to tell it what program to use when it opens the TAC Test. You can do that by right clicking on the file, choosing Open with… and then choosing Adobe Acrobat or other program.
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Presenter
Presentation Notes
The test should then proceed.



TAC True or False
Court

2018 TAC Conference
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Identifying User Types
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What Should I Be?

• Non-User
• Sign Security Agreement
• Fingerprints
• Trained

• Security Awareness level 1

• Martha is a volunteer data entry 
clerk who uses the TAC’s 
computer twice a week to input 
and organize the court’s 
schedule
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Presenter
Presentation Notes
Since Martha does not have direct access to CJIS data, does not access, use or request CJIS data but has access to or uses a computer system that is used to access CJIS data, she would need to be added as a non-user



What Should I Be?

• Your court has been assigned a 
part time judge. They have 
access to and review court case 
files that may contain driver 
license data and citation 
conviction history

• Non-Access User
• Sign Security Agreement
• Fingerprints
• Trained and tested

• Security Awareness level 2
• Sign Testing Agreement
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Presenter
Presentation Notes
Because the judge has access to CJIS data, they would need to be a type of user, but because they don’t log directly into the system, they should be added as non-access user. What needs to be completed for a non-access user? What agreements do they need to sign? What level of SAT do they need?
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Unescorted 
access to 
secured 
areas? 

No 
Authenticate visitor, 

monitor activity 

Authorized 
access to use, 

request, or 
review CJIS data?  

Non-User Login to 
database that 
contains CJIS 

data?  
No 

Non-Access User 

User 

User Type Decision Flow 



If a user is not being fingerprinted at 
BCI, an Authorization for Livescan
form should still be submitted with 
their fingerprints
True or False
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False
• An Authorization for Livescan

form is only necessary if a user is 
being sent to BCI for fingerprints
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Submitting Fingerprints

Sending user to BCI for fingerprints

New 
user

Mail fingerprint card 
and Fingerprint 

Submission form to BCI

Submit Fingerprint 
Submission form via 

Google Forms
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Presenter
Presentation Notes
When you send a new user over to BCI to be fingerprinted, things can go one of two ways. If the user has an Authorization for Livescan form, the fingerprint service is free, the fingerprints are digitally submitted to BCI and all the TAC has to do is submit a Fingerprint Submission form via a Google Form. If the user does not have the Authorization for Livescan form, they will be charged $15 for the fingerprinting service and their prints will not be digitally submitted to BCI, the user will be handed 3 copies of their fingerprints. The TAC will then have to mail one of the fingerprint cards in with a fingerprint submission form. 



Submitting Fingerprints

New user doing prints at agency

Do not also mail the 
hard card to BCI
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Presenter
Presentation Notes
If fingerprints are being done somewhere besides BCI and they are being submitted via livescan, the process should look like this. The fingerprints will be taken via live scan and should be submitted to billing code B1019. The TAC should then submit a fingerprint submission form via Google forms. What we have seen happening is that the TAC will then also mail a hard card copy of the fingerprints to BCI. We ask that you don’t do that so that we can avoid duplication of efforts at BCI



Submitting Fingerprints

New user doing prints at agency

Sent to with
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Presenter
Presentation Notes
If fingerprints are being done somewhere besides BCI and they are being submitted via a hard card in the mail, we ask that you send us a copy of the hard card prints to BCI accompanied with a completed Fingerprints Submission form. What we have been getting is random fingerprint cards in the mail and we have no way of knowing what section within BCI the prints should be sent to. Does this person want a CFP? Is this for an expungement? Are these criminal prints coming in from out of state?



If a citizen reports an issue with a 
Protective Order on NCIC to your 
court, you can refer them to BCI and 
they will take care of it
True or False
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False
• BCI will refer all Protective Order 

calls from the public back to the 
court of issuance

• If there is a problem with the order 
on UCJIS

• Try to fix it through CORIS
• Contact BCI

MKE/PROTECTION ORDER
ORI/UT030123J NAM/SANDERSON, WINNIE SEX/F RAC/U
DOB/16501115 EYE/BRO HAI/RED
PNO/666480 BRD/N ISD/19930501 EXP/NONEXP
PPN/BUTCHERSON, BILLY PSX/M PPR/U PPB/16850916
PCO/02 - THE SUBJECT MAY NOT THREATEN A MEMBER OF THE PROTECTED PERSON'S FAMILY
PCO/OR HOUSEHOLD.
OCA/691XX0399
VLD/20180630 VLN/MAX NOA/N
MIS/F0R LAW ENF0RCEMENT C0NFIRMATI0N AFTER H0URS, C0NTACT GOTHAM PD
MIS/ 0FFICE AT 911THE DEFENDANT IS RESTRAINED FR0M ATTEMPTING,
MIS/C0MMITTING, 0R THREATENING T0 C0MMIT D0MESTIC VI0LENCE 0R ABUSE AGAINST THE
MIS/ALLEGED VICTIM, DESIGNATED FAMILY, AND H0USEH0LD MEMBERS (PR0TECTED PARTIES)
MIS/ AND SHALL N0T STALK, HARASS, 0R THREATEN, 0R USE 0R ATTEMPT T0 USE PHYSICAL
ORI IS SALEM JUSTICE COURT XXX XXX-XXXX
NIC/H19935464 DTE/20180501 1801 EDT DLU/20180630 1900 EDT
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Presenter
Presentation Notes
Any and all calls from the public related to protective orders on the statewide system or NCIC will be referred back to the court that issued the order. That includes all jail release agreements related to jail visitation, all protective orders related to Brady or CFP denials. If your court is notified that there is an error with a protective order, please try to fix the issue through CORIS. The UCJIS database should be mirroring the court database information. If there is an error, 



If a new user transfers in from 
another court, contact BCI and they 
can transfer their old account over
True or False
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False
• If a user transfers from one ORI to another, a new account will need 

to be added at the new agency
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Presenter
Presentation Notes
In order to ensure that information that was available on old accounts is not available on new accounts, BCI will not be re-assigning accounts from one agency to another. The TAC of the new agency will need to ADD the user in UCJIS and activate the new account as necessary



What About Their Old Fingerprints?

• Deletion request received
• Prints must be delete

• ADD user in UCJIS
• Contact CIC

• The quicker someone is added 
under your agency, the better 
chances you will have at being 
able to use their old prints
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Presenter
Presentation Notes
If there is not an active account for a user in our user management program, we do not legally have the right to receive rapback hits so they must be removed as soon as a deletion request is received and another account cannot be found



If a user/non-user belongs to another 
agency but is stationed at your court, 
you need to add them as a user/non-
user as well
True or False
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True
• If a user or non-user exists at 

another agency but would also 
qualify as a user or non-user at 
your agency, they should be 
added as such at your court

• Signed Security Agreement with 
your agency ORI on it

• ADD-ed in UCJIS to ensure your 
agency is notified upon arrest
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Presenter
Presentation Notes
Previously, we sort of allowed agencies to “share” users as long as the TACs communicated about changes in user status or expired accounts. With a better understanding of the CJIS Security Policy and more experience with misuse cases, we have decided that is not the best practice. If a user belongs to agency A but spends 3 days a week with agency b, both agency A and B should have that user listed on their REPT and have a signed security statement with the ORI of each agency and their USER ID with that agency. Should there be a reason that persons access or status has changed, each TAC will be notified. 



It is ok to share criminal history 
information of potential court clerk 
applicants with your Judge/Court 
Administrator to explain their 
disqualification from employment as 
long as the Judge/Court Admin. is set 
up as a user

True or False
25



True
• If the Judge/Court Admin. is 

involved in the hiring decision 
making process 

and
• They are set up as a user, and 

trained and tested appropriately
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Warrant information pulled from 
UCJIS is public
True or False

27



False
• All information accessed through 

UCJIS is protected
• Even if the information is or does 

go public
• UCA 53-10-108 protects “record 

created, maintained, or to which 
access is granted by the division or 
any information contained in a record 
created, maintained, or to which 
access is granted by the division”

• If it came from UCJIS, protect it
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TACs must review agency logs at 
least once per week
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True
• Per CJIS Security Policy, agency TACs are required to review agency 

LOGs at least weekly
• Can be done most any way a TAC wants
• Does not have to be recorded

• What should you be looking for?
• File request vs case type
• Family, friend or famous names
• Duty times
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Only users are required to 
received Security Awareness 
Training

31



False
• All users and non-users must 

undergo Security Awareness 
Training

• Level of training depends on 
access

• Unescorted access to users to IT 
personnel

32
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Does this person require unescorted access to 
your CJIS Secure Facility? 

ADD-ed in UCJIS, Fingerprints submitted to BCI, Security 
Agreement and appropriate training 

Background cleared? 

Authorized 
access to 
CJIS data? 

CJIS Security 
Awareness Level  1 

Login access to 
any database 

containing CJIS 
data? 

No 

CJIS Security 
Awareness Level 2 

Access to servers accessing, 
storing or transmitting CJIS 

data? 

CJIS Security 
Awareness Level 3 CJIS Security 

Awareness Level 4 

Yes 

Yes 

No 

Yes 

Yes 

No 

No 

What level of Security 
Awareness should be given? 



Only the TAC or agency 
administrator can assign a new 
alternate TAC
True or False
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True

35



New TAC
• An official letter from the 

agency administrator

New Alt TAC
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New TAC

• Notification via email, fax, or mail from TAC or 
Agency Admin

New Alt TAC
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IT personnel should have their 
background checks run with purpose 
code C because they are not 
performing a criminal justice function
True or False
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False
• Purpose Code J

• June 2015 FBI Audit
• Published in July 2015 newsletter
• Talked about at 2015 TAC Conference 
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Presenter
Presentation Notes
This is false. This does seem to be confusing however, during the FBIs audit of Utah in 2015, they informed us that persons in an IT role with the responsibility to maintenance of CJIS systems need to have their background checks run with purpose code J instead of C. We then published that in the July 2015 newsletter 



There is no way for a TAC to reset 
a user’s password after it has 
been expired for 32 days

40



True

41

Presenter
Presentation Notes
Any time a user’s password has been expired over 30 days, you will be required to call the help desk to get that password reset. The password cannot be reset through Google



If your agency changes their email 
addresses, the TAC must contact BCI 
in order to update user accounts

42



False

MUSR

43



An Important Note

• What about how they get their PIN?

44

Presenter
Presentation Notes
If your agency changes email addresses, any user that receives their two factor authentication PIN number via that email will need to have their authentication reset which will require a call to the help desk



If the TAC is the only user at the 
agency, they do not have to run 
logs weekly
True or False
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False

• Even if the TAC is the only user, 
logs must still be run weekly

• Ensure account has not be 
compromised
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You are only required to report 
misuse if you are the one to 
discover said misuse
True or False
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False
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Misuse Steps 

• Deactivate account
• Up to the agency, depends on the situation

• Notify the Commissioner and BCI
• User, allegation, scope

• Agency performs internal investigation
• Determination sent to BCI

• Corrective action plan
• R722-900-9
• What happened/happening/doing

49

Presenter
Presentation Notes
If your agency has questions about what should be done when your agency discovers misuse within your agency, please refer to Admin Rule R722-900



Non-users can be given key card 
access to secured areas as soon as 
their fingerprints are submitted to 
BCI
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False

• Fingerprint-based background checks must be completed prior to allowing 
unescorted access to secured areas
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TACs can use changeme as a 
temporary password
True or False
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False

• With changes made to increase security of the system and 
information, you cannot RSPW a user’s password to changeme
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You can refer citizens to the BCI Help 
Desk (801 965-4446) if they have an 
issue with anything found in UCJIS
True or False
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False

• BCI Help Desk is for UCJIS users only

• If citizen’s issue is with their criminal 
history

• Work with arresting/ booking/ 
prosecuting agency to request change

• Call BCI main line 801 965-4445

• If citizen’s issue is with a warrant or 
protective order

• Work with the court of issuance to have 
any change requested
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Presenter
Presentation Notes
Number should never be given to public as a point of contact



Only criminal history record 
information is protected in UCJIS

56



False

• All record information contained in UCJIS is protected
• Examples

• Criminal history record information
• Personal identifying information
• Personal descriptive data
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If any type of criminal history is found 
in a user’s background check, they 
will not be allowed access to UCJIS
True or False
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False

• Denial criteria
• Pending cases or open dispositions 

for deniable offenses (listed 
below) 

• Felony convictions 
• Misuse of UCJIS information 

conviction (UCA 53-10-108) 
• Computer Fraud convictions

59

Presenter
Presentation Notes
Your agency has the right to be more strict with your denial criteria, BCI’s criteria is the minimum. BCI will not advise beyond UCJIS denial criteria. Agency admins can request an appeal of the denial decision 



The BCI and NCIC Operations 
Manuals should be mentioned/used 
in the training of new users
True or False

60



True

• Users should know manuals exist
• Users should know how to 

access manuals
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Questions?

62
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