


How to Train Required 
Security Awareness Training

2018 TAC Conference



Outline

• Why is training required
• Levels

• Who fits in each
• What needs to be covered

• Tracking training
• Different approaches to training
• How to make training more effective

Notes from State Information Security Officer
Facts about Security Awareness



Why is Security Awareness 
Training (SAT) required?



Why SAT?
• To prevent and limit potential 

exposure to unintentional 
and intentional threats 
against the system

• Natural threats
• Disasters that could endanger 

facility or equipment
• Fire
• Flood
• Lightning

Presenter
Presentation Notes
Security awareness training tries to limit exposure of our system and our data to threats. These threats can be nature threats, unintentional or intentional. Natural threats are things that we don’t have a lot of control over but could damage a facility or equipment housing CJIS data. Flooding, fire, earthquakes there isn’t much that we can do systematically to prevent any of these. But we have security requirements that make it so the walls go up around the data if there is a failure instead of the walls going down.



Why SAT?
• To prevent and limit potential 

exposure to unintentional and 
intentional threats against the 
system

• Natural threats
• Unintentional threats

• Actions that occur due to lack of 
knowledge or through carelessness

• Can be prevented through 
awareness and training

Presenter
Presentation Notes
Unintentional threats are those that occur from actions due to lack of knowledge or through carelessness of users. This is the one that we can have the most impact on. By being aware of potential pitfalls, bypassing security notifications, ignoring updates or security patches with they trying to be pushed to your computer.



Why SAT?
• To prevent and limit potential 

exposure to unintentional and 
intentional threats against the 
system

• Natural threats
• Unintentional threats
• Intentional threats

• Designed to deliberately harm or 
manipulate information systems, 
software or data

Presenter
Presentation Notes
Intentional threats are those designed to harm the system. This would be things like a denial of service web attack like DPS experienced not too long ago, or inappropriate access or use of CJIS data, social engineering or intrusions. Some of these things are out of our control, but again, through creating awareness, we may be able to avoid some threats.



What about other Security 
Awareness Trainings?
HIPPA
Agency required SAT



Other Security Awareness Trainings

• Other trainings may be used to cover some topics
• But the training should focus on Security Awareness 

as it relates to CJIS data

• Ex. Proper handling and marking of CJIS data. 
Encryption of CJIS data
Incident response when CJIS data could have been 

compromised



What is CJIS Data?

• Any information provided 
by BCI via UCJIS to 
criminal justice agencies 
necessary for the 
administration of 
criminal justice.

• This data includes, but is 
not limited to:

• Biometric
• Biographic
• Property 
• Case/incident
• Motor vehicle
• Driver license
• Warrant
• Protective order
• Criminal history record



Security Awareness Fact #1
• What is the most expensive computer virus in history?

Presenter
Presentation Notes
My doom. In 2004, It impacted approximately a million computer by appearing as an email with a subject line of Error or Mail Delivery System and contained an attachment that would spread to your email contacts when opened. It is estimated to have cost consumers 38 billion dollars



Levels of Security Awareness 
Training



Level One 



Who

• All personnel with unescorted access to secured 
location

• Janitors, repair men

• In BCI language
• Non-users



What Needs to be Trained

• Responsibilities and 
expected behavior in 
regards to UCJIS information

• Implications of non-
compliance

• Visitor control
• Physical access to spaces
• Incident response



How?

• Non-User Security Agreement

Implications of noncompliance

Responsibilities and expected 
behavior

• Visitor Control and access to 
secure location

• What to do if there is an 
incident

Presenter
Presentation Notes
The Non-User Security Agreement covers two of the points required to be in level one which means the TAC only has a few additional points to cover to be compliant.



What Types of Security Incidents 
Need to be Reported to State 
Information Security Officer?



Reportable Incidents 

• Server containing CJIS data was hacked
• Denial of service
• Root/administrator compromise
• Virus infections where it is shown that CJIS data could have been 

compromised
• Unauthorized changes to hardware of software



Reportable Incidents 

• Server containing CJIS data was hacked
• Denial of service
• Root/administrator compromise
• Virus infections where it is shown that CJIS data could have been compromised
• Unauthorized changes to hardware of software
• CJIS data leaked outside of a controlled area when proper handling procedures were 

not followed.
• Sending CJIS data unencrypted via email
• Unauthorized access of CJIS data

• Anything that could have or has compromised CJIS data in any fashion



Reporting Incidents

CJIS

State 
ISO

Criminal 
Justice Agency

Garry Gregson
ggregson@Utah.gov
801 201-0922

Presenter
Presentation Notes
If an incident does occur, your agency MUST report the incident to the state ISO, Garry Gregson. Garry will then notify the FBI



Level Two



Who

• All personnel with access to CJIS data (without a login)

• In BCI language
• Non-access user



What Needs to be Trained
• All of level 1 
• Protect information subject to confidentiality concerns
• Proper handling of CJIS data

• Dissemination 
• Destruction 

• Media protection
• Threats, vulnerabilities, and risks associated with handling of 

CJIS data 
• Social engineering

Presenter
Presentation Notes
Level one plus



Level Three



Who

• All authorized personnel with both physical and logical 
access to CJIS data

• Physical: Any kind of unescorted access within the secure 
perimeter of the agency, to wiring or equipment that accesses, 
processes, transmits or prints unencrypted CJIS data

• Logical: Credentialed access (ie UserID and password) to a 
computer, network, applications or any other device or system 
that accesses, transmits or prints unencrypted CJIS data from 
outside the perimeter of the physically secure area of the entity



Who

• In BCI language
• Users



What Needs to be Trained?
• All of level 1 and 2
• General rules that outline the 

responsibilities and behavior related to 
usage of information systems

• Creation, usage and management of 
passwords

• Web Usage – monitoring of user activity 
and prohibited sites

• Spam
• Specifics related to unknown 

attachments/emails
• Physical security- risks related to systems 

and data
• Protection that needs to be made with 

respect to Trojans, virus, malicious codes 
and malware

• Use of encryption techniques for transferring 
sensitive information over the Internet

• Issues related to access control
• Both information related and physical security 

with respect to laptops and their usage
• Issues associated with handheld devices and 

desktops as well
• Individual accountability including an 

explanation of what it means to the agency
• Specifics about if personally owned 

equipment is allowed by the agency or the 
state

• Specifics related to information security and 
confidential items, their usage, backup, 
archiving or destruction after its need is over.

Presenter
Presentation Notes
On top of covering all of level one and two, you will also need to cover the following with those that would qualify for level 3 access



Level Four



Who

• Personnel with an IT role



What Needs to be Trained
• All of level 1, 2, and 3
• Measures were taken for the protection of network infrastructure
• Access control measures
• Backup and storage of data and if the approach is centralized or 

decentralized
• Protection of the system and information from Trojans, worms, and 

viruses including scanning and updating of virus definitions
• As part of the configuration management, application and system 

patches need to be applied



 

Does this person require unescorted access to 
your CJIS Secure Facility? 

ADD-ed in UCJIS, Fingerprints submitted to BCI, Security 
Agreement and appropriate training 

Background cleared? 

Authorized 
access to 
CJIS data? 

CJIS Security 
Awareness Level  1 

Login access to 
any database 

containing CJIS 
data? 

No 

CJIS Security 
Awareness Level 2 

Access to servers accessing, 
storing or transmitting CJIS 

data? 

CJIS Security 
Awareness Level 3 CJIS Security 

Awareness Level 4 

Yes 

Yes 

No 

Yes 

Yes 

No 

No 

What level of Security 
Awareness should be given? 



Random Fact #2

Password Criteria
(8 characters)

Possible Combinations

Lowercase alphabet 208,827,064,576
Upper and lowercase 
alphabet

53,459,728,531,456

Upper and lowercase 
alpha + numbers

218,340,105,584,896

Full set of allowed 
printable characters set

645,753,531,245,761

• How long would it take to crack your password?

Security Awareness Fact #2

Presenter
Presentation Notes
Searching about 588,000 passwords per second




Random Fact #2

Password Criteria
(8 characters)

Possible Combinations How long would it take 
on an average computer?

Lowercase alphabet 208,827,064,576
Upper and lowercase 
alphabet

53,459,728,531,456

Upper and lowercase 
alpha + numbers

218,340,105,584,896

Full set of allowed 
printable characters set

645,753,531,245,761

• How long would it take to crack your password?

Security Awareness Fact #2



Random Fact #2

Password Criteria
(8 characters)

Possible Combinations How long would it take 
on an average computer?

Lowercase alphabet 208,827,064,576 2 days
Upper and lowercase 
alphabet

53,459,728,531,456 1.44 years

Upper and lowercase 
alpha + numbers

218,340,105,584,896 5.88 years

Full set of allowed 
printable characters set

645,753,531,245,761 45.2 years

• How long would it take to crack your password?

Security Awareness Fact #2



Random Fact #2

Password Criteria
(8 characters)

Possible Combinations How long would it take 
on an average computer?

How long would it take 
on a supercomputer?

Lowercase alphabet 208,827,064,576 2 days
Upper and lowercase 
alphabet

53,459,728,531,456 1.44 years

Upper and lowercase 
alpha + numbers

218,340,105,584,896 5.88 years

Full set of allowed 
printable characters set

645,753,531,245,761 45.2 years

• How long would it take to crack your password?

Security Awareness Fact #2



Security Awareness Fact #2

Password Criteria
(8 characters)

Possible Combinations How long would it take 
on an average computer?

How long would it take 
on a supercomputer?

Lowercase alphabet 208,827,064,576 2 days 1.8 seconds
Upper and lowercase 
alphabet

53,459,728,531,456 1.44 years 7.6 minutes

Upper and lowercase 
alpha + numbers

218,340,105,584,896 5.88 years 31 minutes

Full set of allowed 
printable characters set

645,753,531,245,761 45.2 years 4 hours

• How long would it take to crack your password?



Tracking of SAT



Tracking

“Records of individual basic security awareness training 
and specific information system security training shall 

be documented, kept current, and maintained”

CJIS Security Policy 5.2.2



Tracking

How?
• Use CERT

Presenter
Presentation Notes
We suggest that you use CERT. It is the easiest and most readily available way to track training. Incorporating SAT into your regular recertification training allows CERT to be used to certify all available training has been completed
Outside of that, you can create and use a spreadsheet of some kind indicating when training was completed and what level
Some agencies use read receipts on emails that they send out. 



Tracking

How?
• Use CERT
• Spreadsheet

Presenter
Presentation Notes
Outside of that, you can create and use a spreadsheet of some kind indicating when training was completed and what level



Tracking

How?
• Use CERT
• Spreadsheet
• Read receipt 

Presenter
Presentation Notes
Some agencies use read receipts on emails that they send out.  This allows the TAC to have documentation showing training was provided to the user and the exact date and time it was received. Using some of these methods will require that you have the proper support from management, which we will talk about later.



Security Awareness Fact #3

• In 2016, 95% of breached records come from what three 
industries?

• Government

• Retail

• Technology



How to Train SAT



How to Train?

• Biennial training with 
user

• User Training and Testing 
Agreement

• TAC could require review 
of BCI’s Security 
Awareness Power Point

Presenter
Presentation Notes
As a part of the recertification process, the testing agreement that is signed by non-access users and users has a check box certifying that the user has received the required SAT. Depending on the structure of your agency’s recertification training, part of that recertification could be a requirement to review the SAT on BCI’s TAC website.



How to Train?

• Self review 
• Provide BCI presentation

Presenter
Presentation Notes
This could work for the initial training or for the biennial review. Provide the user or user’s with the presentation and allow them to review it alone. You can create a quiz to follow-up on their understanding. If your agency is large or small, this allows you to reach everyone. You can trim it down, print it out and provide it to those at your agency that don’t have email. This partners well with the read receipt tracking system 



How to Train?

•Self review 
• Provide BCI presentation
• Create one-sheet

Presenter
Presentation Notes
This could work for the initial training or for the biennial review. Provide the user or user’s with the presentation and allow them to review it alone. You can create a quiz to follow-up on their understanding. If your agency is large or small, this allows you to reach everyone. You can trim it down, print it out and provide it to those at your agency that don’t have email. This partners well with the read receipt tracking system 



Presenter
Presentation Notes
This is the front part of a tri-fold pamphlet that I created as an example of what a TAC could created to hand out to user’s when they are due for recertification on SAT.



How to Train?

•Group review
•All at once

• Special time frame to focus 
on Security Awareness

• Security Awareness Month
• Security Awareness Week
• 12 days of Security 

Awareness

Presenter
Presentation Notes
Dedicate one month or one week to security awareness training. Daily email with 10 points, add in activities 



On the twelfth day of security awareness training, 
my TAC reminded me: 

• Not to trust unknown emails and attachments
• The consequences of misuse
• To change my password regularly 
• Keep my training current
• Protect the information 
• My fingers are in Rap Back
• Only access data for the administration of 

criminal justice
• Destroy or sanitize media
• Keep things secure 
• Report security incidents
• Don’t ignore computer updates



How to Train?

•Group review
• All at once

• Biennial in-service with 
agency

• Already mandatory and in 
place

• Get yourself on the roster

Presenter
Presentation Notes
Does your agency already have regular mandatory trainings? Something that all employees are required to attend every year or every other year? Get yourself on the schedule. We heard last year from one of our TACs about how they do one large training for all of their agency so everyone gets the same information and their training is all due at one time. Aside from training your new users, you would be done with SAT all at once



How to Train?

•Group review
• All at once
• Continual training



How to Train?

•Group review
•Continual training

• Staff meetings
• Regularly occurring
• Small, single factor 

thought
• For users, 27 points 

that must be covered 
in 24 months

Presenter
Presentation Notes
One option to attack required security awareness training is one piece at a time over the allotted time frame. Instead of sitting down and hashing out everything at one time, you take one point and cover it once a week or a few a month. This could be done in or through staff meetings. These things are already happening within you agency, squeeze yourself in there with a small though or point from the Security Awareness Training. 
If your agency sends out a regular news letter or email with updates, put something in there for people to read. This may be harder to track or prove who read or received the newsletter but if there is already a standing order for your agency staff to read and comply with provided training material, then you already have the structure to get your message out there. Similarly, if your agency provides training emails to staff based on reviews of cases from the previous month or issues found in logs, you could also throw your points in there as well.



Encryption

• What needs to be encrypted?
• Anything containing any CJIS data

• How do you encrypt?

Presenter
Presentation Notes
Here is an example of the a point that could be provided to supervisors to cover in their staff meetings. 



How to train?
•Group review

• Continual training
• Newsletters/Training email
• Don’t have one? 

Start one

Presenter
Presentation Notes
This is a great way to spread all kinds of information not just points and bullets from SAT. Mix in required training pieces with safety messages, updates on agency projects, legislative updates.



Making SAT More Effective



Tip for Making SAT More Effective

• Enlist support from the 
top

• If the boss says it has to 
be done, it will likely be 
done

Presenter
Presentation Notes
Having the support of your administrators is key. Depending on the way that your agency decides to provide training, it can be the difference between success and failure. If you decide that sending an email is going to be the easiest and best way to reach and teach everyone, having your agency administrator baking the requirement that the email be reviewed 



Tip for Making SAT More Effective

• Choose the right method
• How much time do you 

have?
• Will you be doing this 

alone?
• What has/hasn’t worked 

in the past?

Presenter
Presentation Notes
Do you have the ability to get everyone together at once? Should you bring in a trainer? Do you have someone else that can split the duties and responsibilities of face to face trainings? What trainings have or have not succeeded with your group? Are hands off, self driven trainings less effective with your group? Has this exact same training been given before?



Tip for Making SAT More Effective

• Use real life social engineering 
examples

• Partner with your IT
• Are there any scams, phishing, hacking 

examples from our agency?
• Find local examples

• Google news stories in your area of on 
going or recent

• Find agency related examples (Other 
PDs, courts, government bodies)

Presenter
Presentation Notes
For DPS, we had a recent hacking attempt when we went around and did security awareness training. We experienced the outaged, we could speak to the impact it had on our ability to do our job. Being able to place the audience in context of why this is important and what we are trying to prevent can buy them in to your training



Tip for Making SAT More Effective

•Engage your audience
•Ask the audience questions

• How many of you use the same 
password for multiple accounts?

• How many of your have received a 
scam email?

• Ask for examples

Presenter
Presentation Notes
What gave it away as a scam



Security 
Awareness 
Fact #4

Presenter
Presentation Notes
Most common scams by state



Tip for Making SAT More Effective

• Engage your audience
•Have them think like a hacker

• Google your agency
• See what information is accessible 

and viewable about your agency
• Are your contracts public?
• Are your building floor plans 

available online?



Tip for Making SAT More Effective

• Engage your audience
• Review your agencies social media 

presence
• What do the pictures posted tell 

about your agency?
• Entry credentials?
• Technology used?
• Work schedules?





Operating 
system version 

Desktop/laptop 
hardware

Phone system 
information

Camera 
placement



Security Awareness Fact #5

• What is the primary risk factor for successful 
cyberattacks?

• Human error
• 95% of successful cyberattacks are the result of a phishing 

scam

• Successful awareness training can reduce risk by up to 
70%



How does your agency approach 
Security Awareness Training?
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