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CYBERSECURITY & CYBER INCIDENT

AWARENESS TRAINING
KNOWING YOURSELF AND KNOWING THE ENEMY

The foundation of your organization rests upon your cybersecurity efforts. In partnership with the Federal Emergency

Management Agency (FEMA), the lllinois Emergency Management Agency (IEMA) and the Center for Public Safety and
Justice (CPSJ) at the University of lllinois Chicago are offering this instructor-led course to create a broader awareness

of the principles and best practices of a robust cybersecurity program for all critical infrastructure sectors.

This course specifically utilizes the Cybersecurity Framework, created by the National Institute of Standards and
Technology by Executive Order, as a basis for building awareness. Participants will gain an understanding of the
Framework and use it to assess their organizations’ current cybersecurity posture and identify areas and resources for
direct improvement. A two-hour web-based course is a prerequisite for the four-hour instructor-led course.

Sectors that should attend include: Chemical, Communications, Commercial Facilities, Critical Manufacturing, Dams,
Defense Industrial Base, Emergency Services, Energy, Financial Services, Food and Agriculture, Government Facilities,
Healthcare, Information Technology, Transportation Systems, Nuclear, Water and others.

Register on U-TRAIN at: www.utah.train.org—Course ID: 1067850

Prerequisites

Each Organizational Cybersecurity Team (OC) Team member is required to take the Cybersecurity and Cyber Incident
Awareness (AWR-344-W) course prior to attending this instructor led course. Each OC Team member needs to bring
to class a printed copy of their individual Organizational Profile, which they began in the AWR-344-W.

Suggested Courses
Additionally, a foundational understanding of emergency management within the context of cybersecurity is helpful.

¢ Introduction to Incident Command System I1S-100

¢ National Response Framework, an Introduction IS-800
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